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1 | INTRODUCTION

| Simona Halunga

Abstract

A new technology known as the Internet of Things (IoT) uses several sen-
sor devices and communication protocols. By implementing cutting-edge and
modern equipment, people use IoT to make their lives easier. Home automa-
tion is one of them, and it works with actuators and sensors. However,
increasing the number of devices in the IoT network could degrade the
Quality of Service (QoS). Therefore, an appropriate framework in software
and hardware can improve the Quality of Experience (QoE) and QoS for
all users. One of the critical QoS measures in IoT is called Ultra Reliabil-
ity and Low Latency Communication (URLLC). URLLC is essential in the
IoT network released from the third Generation Partnership Project (3GPP)
cellular. However, a systematic and comprehensive investigation of the prac-
tical procedures for URLLC in IoT needs to be done. This paper comprehen-
sively investigates the existing methodologies in this subject. All the chosen
techniques are separated into four categories to obtain a complete picture
of the topic: structure-based, diversity-based, metaheuristic algorithm-based,
and channel state information. In this paper, we also investigate more bene-
fits and drawbacks of other QoS when URLLC is applied in the IoT network.
This paper highlights the challenges of URLLC in IoT networks and describes
future open issues in detail to provide an efficient way for researchers in
this field.

The rapid growth of computer and communication technology has made society and industries more intelligent.! The
Internet of Things (IoT) represents a critical technology for connecting numerous heterogeneous devices in an intelligent
environment.? Unlike most mobile networks built for human-to-human communication, IoT aims to link many objects
without human interaction.® Some typical applications of IoT networks include control systems, intelligent recognition,
positioning, and monitoring.* ToT devices use diverse heterogeneous applications and become more complex than other
technologies. Many IoT scenarios, such as automation in industrial Vehicle-to-Anything (V2X) networks, grid comput-
ing, and remote surgery, may demand Ultra-Reliability and Low Latency Communications (URLLC).> Also extending the
life of IoT sensors is an essential issue for IoT networks.® Furthermore, IoT systems usually use fog/cloud computing,
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sensor networks, Internet protocols, and high-quality communication systems to provide intelligent gadgets.” Quality
of Service (QoS) evaluates the system performance based on user necessities.® Two approaches are allowed in URLLC.
Firstly, increasing the public mobile cellular networks to satisfy the needs of various IoT applications. Secondly, devel-
oping options in existing systems or even dedicated networks for essential applications.’ Cellular networks have met the
URLLC criteria in some favorable scenarios initially developed for human-to-human conversations.'? Three significant
use cases for 5G mobile networks are URLLC, Enhanced Mobile Broadband (eMBB), and Massive Machine Type Com-
munications (mMTCs).!! In 5G networks, the transmission time is less than 1 millisecond (ms), which might serve many
TIoT applications.'? Furthermore, ultra-reliability and low latency in IoT networks have become increasingly prevalent
due to the development of new applications.!* New technology advancements are on the horizon in IoT devices,'* and
processing techniques such as cloud computing and fog computing have improved URLLC."> However, some signifi-
cant obstacles still need to be overcome. The second method is to develop options in existing systems or even dedicated
networks for essential applications.'®

The 5G network is the latest cellular network technology that offers significant improvements over its predecessor,
4G.'7 5G promises faster data transfer speeds, lower latency, greater network capacity, and improved reliability.!® The
technology also features MIMO (Multiple-Input Multiple-Output), which allows for the use of multiple antennas for data
transmission and reception.'® This technology significantly improves the efficiency and capacity of the network, enabling
faster and more reliable data transfer.?’ MIMO technology enhances the reliability and efficiency of URLLC, enabling
faster and more reliable data transfer.?! IoT devices generate massive amounts of data that can be analyzed using big data
analytics to provide valuable insights for businesses and organizations.?? Big data analytics allows for the processing and
analysis of large datasets, enabling businesses to make better decisions and improve their operations.?* The technology
can also enhance public safety by enabling real-time communication and collaboration among emergency responders,
providing faster response times, and improving situational awareness.?* Standardization is also crucial to enable the
widespread adoption?® of the technology and ensure its security and privacy.2® This paper provides a concise overview
of IoT systems, such as structure-based, diversity-based, metaheuristic algorithm-based, and channel state information.
Furthermore, this paper emphasizes the standardization of URLLC and provides outstanding customer service. The study
questions are designed to identify the most significant challenges and concerns in URLLC and their effects on other
parameters, such as energy consumption, availability, reliability, QoS, cost, and latency. Another significant purpose of
this work is to examine the challenging problem of providing URLLC without sacrificing other QoS parameters. This
survey aims to answer the questions in Table 1 and help us understand the importance of URLLC systems in different
IoT scenarios.

Figure 1 illustrates that each IoT layer has a communication system responsibility. The Industrial Internet of Things
(IToT) is expected to continue experiencing exponential growth over the next decade.?’” According to a Cisco report, the
IToT market was valued at 157 billion dollars in 2016,%8 and it is projected to reach 771 billion dollars by 2026. By 2030,

TABLE 1 Questions and goal of the paper related to URLLC.

List of questions Where can find the answer
RQ1: What is the importance of URLLC in IoT that contributes to its Section 3 will provide an answer to this question, while
increased popularity? This question aims to determine the significance of Section 7 will address the unresolved issue.

URLLC in IoT by examining the number of published studies related to it.

RQ2: How do the existing URLLC techniques satisfy the key performance Section 5 deals with this issue.
indicators in IoT? The primary objective of this question is to evaluate the
effectiveness of the current URLLC methodologies in the IoT for specific
applications.

RQ3: What concerns and issues related to URLLC in IoT have been identified Section 7 contains the answer to this question.
as future trends? This question aims to highlight the significance of low
latency in IoT for ensuring QoS in the environment and to identify potential
concerns and issues related to URLLC that may arise in the future.

RQ 4: Which methods researchers use to conduct their research? This question is addressed in Sections 3.

RQ5: What are the less frequently raised issues in URLLC systems, and what  Section 6 has the solution to this question.
is their significance?
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FIGURE 1 [IoT-layered architecture.

Cisco predicts that there will be 500 billion things connected to the Internet.?’ This report may encourage IoT companies
to develop new businesses. Unlike traditional computer devices that rely on wired connections, new IoT sensors operate
using wireless communication. Therefore, a set of validity limits for QoS parameters is necessary for all IoT networks that
depend on sensitive data for real-time decisions.?°

In the coming years, the importance of URLLC will continue to increase, and more researchers in Infor-
mation Technology (IT) will attempt to investigate this subject.! This paper provides a comprehensive and
systematic overview of current research on structure-based, diversity-based, metaheuristic algorithm-based, and
channel-state information approaches to handle the URLLC challenge in a broad range of IoT applications. The
taxonomy of the paper is shown in Figure 2, and the main contributions of this study can be summarized
as follows:

« Comparing IoT systems based on structure-based, diversity-based, metaheuristic algorithms and channel state infor-
mation.

« Providing summaries and classifications of the URLLC algorithms.

« Covering various URLLC applications, including Intelligent Transportation Systems (ITS), IIoT, and Mobile Crowd-
sensing (MCS).
« Highlighting upcoming obstacles and suggesting future research activities to propel URLLC success in IoT applications.

« Demonstrating the importance of URLLC in IoT systems.

The rest of this paper is organized as follows: Section 2 provides an in-depth insight into a large number of related
research. Section 3 describes the research methodology. Section 4 highlights the challenges in URLLC. Section 5 discusses
the URLLC methods and classification. Section 6 compares all the previously discussed techniques, examines and cate-
gorizes the URLLC approaches in IoT applications, and compares the strategies. Finally, the outstanding concerns, future
directions, and conclusions are examined.

2 | RELATED WORKS

Although more research is needed to survey URLLC approaches for IoT, most papers exist based on IIoT and V2X
networks. Therefore, the topics covered by those articles are limited. This paper provides a quick overview of these
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FIGURE 2 Taxonomy of survey paper.

publications and examines how they differ from ours. URLLC aims to deliver essential communication services using
mobile networks as one of the 5G requirements.>? However, the use of URLLC is significantly dependent on the 5G stan-
dardization process.>? Therefore, the first field of study in the 5G network aims to decrease latency and enhance the
reliability of these new cellular networks. Regarding transport protocols and solutions, we see an intense concentration
on low-layer solutions and a need for more analysis of URLLC.3* The URLLC for V2X networks has been presented in a
few surveys that include examples of application development use-case scenarios. However, most of these are limited to
specific contexts (such as industrial control applications or V2X networks) and are not generic URLLC IoT approaches.
This section discusses several studies on URLLC survey papers and highlights their primary areas of interest and
roadblocks.

Sutton et al® reviewed several papers from the conceptual perspective of IoT services to integrate the physical (PHY)
layers and Medium Access Control (MAC). This article provided an overview based on the communication protocol
between the 5G network and URLLC. The survey paper categorized the services from two points of view. Firstly, they
analyzed communication patterns in Vehicle-to-Network (V2N), Vehicle-to-Pedestrian (V2P), Vehicle-to-Vehicle (V2V),
Vehicle-to-Infrastructure (V2I), and V2X. Secondly, they discussed the specific issues related to PHY and MAC layers on
those communication patterns. This article tried to identify the best-proposed method for URLLC applications for solving
these problems in PHY and MAC layer approaches. However, one drawback of this survey paper is that it would benefit
from a systematic approach to article selection rather than focusing on metaheuristic algorithms in URLLC techniques.

Rico and Merino®> surveyed several papers focusing on end-to-end protocols to reduce communication delays and
improve system reliability. They first surveyed the network’s functionality and technologies that fit current demands and
then developed application interface programming to ensure protocols and technologies were used appropriately. This
survey paper categorized the existing literature on end-to-end solutions for URLLC into three categories, outlining the
merits and cons of each proposed protocol, as well as the URLLC’s efficiency. The importance of improving QoS and higher
layers was also emphasized in this paper. The research focused on network support, Application Programming Interfaces
(APIs), new protocol developments, multipath protocols, multicast protocols, edge computing, Software-Defined Net-
working (SDN), Network Function Virtualization (NFV), and Information-Centric Networking (ICN). They also extracted
the common approaches employed by the submissions to analyze current trends. However, a drawback of this survey
paper is the need to pay attention to metaheuristic algorithms and cover cloud computing and fog computing in the
URLLC domain.

Kelechi, et al*® reviewed more than 50 research papers on URLLC in 5G networks to address IoT concerns. The
study aimed to provide a flexible and scalable architecture for URLLC in 5G communications, comparing framework
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architectures in terms of cost, complexity, cross-layer capabilities, and computation. Upcoming technologies, such as
SDN, NFV, and fog computing, were discussed. The review paper presented various methodologies, approaches, models,
features, and applications to illustrate URLLC principles. However, the survey paper did not cover machine learning (ML)
and artificial intelligence algorithms in URLLC, and more attention could be paid to data processing and management
approaches that are fundamental to IoT.

Shukla and colleagues®’ conducted a systematic review of over 60 strategies and solutions aimed at reducing latency
in the IoT and cloud environment, using the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) methodology for paper selection. The review highlighted 23 techniques and 32 technologies that could be
used to address latency issues in IoT and cloud systems, while also identifying research gaps and limitations that require
further investigation.

Khan, et al, reviewed several papers following Beyond 5G (B5G) based on the Industrial Internet of Things, with an
investigation on eMBB and URLLC. In this paper, they tried to discuss the B5G structure based on IoT layers. Moreover,
this paper reviewed papers based on the bandwidth and data rate, with most articles providing the architectures of IIoT
(hardware). At the end of the paper, the authors discuss the future of this topic, including ML /Al, network slicing opti-
mization, dense IIoT applications, security, and privacy. As a drawback, this survey paper is not well organized and does
not discuss the reviewing papers in depth.

Vaezi, et al,>® reviewed several papers based on the context of cellular and non-terrestrial networks in IIoT networks.
This paper examines the current and future standards of the 5G network that affect energy consumption, URLLC, and
scalability. They divided all IoT networks into three categories: Cellular, WAN/MAN, LAN/PAN, and explained the dif-
ferences between these methods. Also, they discussed the 6G vision and covered the 3D coverage, Al-Integrated, All
frequencies, and IoT dominance. In other sections, they talked about massive connectivity, IoT security, and deep learn-
ing in IoT systems. This paper is well organized and discusses deeply the 5G network and the future of the 6G network.
As a drawback, this survey paper needs to cover metaheuristics and heuristic algorithms in 5G and 6G networks.

Ma et al® reviewed various constraints and technological solutions for URLLC in IoT networks. They first exam-
ined how the physical, MAC, and network layers can impact latency and reliability. Next, they explained the underlying
information-theoretic limitations for the physical layer of URLLC and offered insights into channel codes with limited
block lengths suitable for these applications. Finally, the paper suggested the best network topology, traffic allocation
techniques, and network coding strategies to reduce latency at the network layer. However, this study did not provide a
systematic literature review of the existing URLLC approaches, classifications, or the crucial role of URLLC techniques
in the IoT.

21 | Comparison with our work

In this paper, we tried to distinguish the many characteristics of URLLC from the state-of-the-art presented above, so we
attempted to identify all areas covered by the pre-existing surveys. For example, in the last survey papers on URLLC, the
authors did not concentrate on categorization; however, in this paper, we tried to identify some techniques used in URLLC
and categorize them. In other survey papers, the framework and metaheuristic technique were unavailable; however,
these techniques significantly participate in URLLC. Many papers use these techniques to solve URLLC issues; therefore,
we attempted to expand the framework and metaheuristic approach. Since URLLC is an NP-hard problem,*’ metaheuris-
tic algorithms can find suitable solutions.*! As previously stated, implementing these four methodologies together is a
new survey technique that can be applied to this issue. Researchers utilized a systematic approach to locate, propose,
and evaluate algorithms for any given scenario based on predetermined criteria. Our paper includes a systematic review
of publications concentrating on different elements of a URLLC system, such as communication, security concerns, and
application instances. On the other hand, this study focuses on the technologies under development that will underpin
future 5G networks.

3 | RESEARCH METHODOLOGIES

This section discusses different technological components described in URLLC or those that will be considered in the
future. These technical components represent the “URLLC toolkit” used to increase system performance. The URLLC
techniques are divided into two groups: the first aims to reduce latency, and the second aims to improve reliability.*?
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TABLE 2 Overview of requirements for URLLC in IoT.
Applications Domain Tolerable delay Update frequency Data rate
Health monitoring Smart city 1 min 10 min Low
Waste management Smart city 1 min 1h Low
Virtual reality Smart city Milliseconds Real-time High
City air quality Smart city 1 min 10 min Low
Patients healthcare Healthcare Low (second) One report per hour High
Interlocking control Industrial Milliseconds Milliseconds Low
Monitoring and supervision Industrial Seconds or ms Seconds Low
TABLE 3 KPI analysis for modern IoT connectivity solutions.
KPI ZigBee BLE Wi-Fi SigFox LoRa eMTC NB-IoT
Reliability

Low cost

Long duration of operation

X X X < <2 X
O SO S SR

Low latency
Scalability X
Flexibility X X

For example, some technological components mainly designed to increase reliability may provide more retransmission
opportunities. However, most issues originate from requirements related to latency, reliability, and coexistence with other
services, all of which impact the physical layer architecture. One of the main issues in IoT applications is data rate and
update frequency, which can be different in each domain. Table 2 shows some critical applications with tolerable delay and
update rates. For example, patients’ healthcare delays and data rates differ completely from city air quality, so URLLC and
QoS criteria vary for each application. Finally, Table 3 provides a brief assessment of the 5G Key Performance Indicators
(KPIs) of several existing and emerging technologies, which have been explained in detail in the following tables. Each
KPI has a benefit in comparison with other methods. For example, Zigbee and Sigfox have the weakest performance,*’
while emMTC and NB-IoT have the highest execution.*

3.1 | Whatis the significance of URLLC in the 5G network?

This section focuses on 5G topology in 10T to achieve low latency and high-reliability requests. We thoroughly examined
and assessed many research papers covering many IoT problems concerning low latency and high-reliability issues. Cloud
computing, supported by a 5G network, can transfer data faster than LTE networks.*> This is one of the critical benefits
of using 5G technology. Cloud computing based on 5G will enable real-time data streaming, providing a significant boost
to virtual business practices by supporting uninterrupted storage and improving productivity. In most 5G cloud methods,
fog-computing works like the base station and initial data is entered into fog computing and connected to cloud computing
in the necessary time.*® This type of computing will require data centers located closer and adding micro data centers into
or near 5G towers to create this access. This system usually connects sensors to fog computing for communications, and
this connection uses 5G gNB techniques.*’ Industrial automation,*® intelligent transportation,* smart electrical grid,”
and surgery® are several examples of these application cases. One of the central issues in cloud computing is service
selection and composition. Service selection and composition are critical processes to answer user requirements. Due
to the complexity of IoT systems and large scalability, one service cannot respond to the user’s needs, so the service
composition technique will answer this complexity. The 5G network in services selection and composition can work with
the highest rate and reliability. Figure 3 shows the 5G network based on cloud computing and its effect on URLLC in IoT
networks.
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FIGURE 3 5G network based on cloud computing.

In 2019, cellular systems began installing fifth-generation technological standards.> URLLC has more than 99.999%
reliability, and the packet transmission delay is less than 1 ms.> These two characteristics make the URLLC use case
suitable for a 5G network.> Drone-based delivery uses URLLC to assess traffic flow in real-time.>* Some applications
require network connectivity, such as broadcast V2X servers, including smart cars and all other participants in the traffic
system.> URLLC can also deliver data in wireless connections for predictive vehicle maintenance.’® Multiple sensors
linked to a cellular network records metrics such as vibration and temperature. The system analyzes sensor information to
avoid possible vehicle maintenance faults, lower maintenance costs, and reduce idle time.’” URLLC offers a smooth and
economical communication platform for implementing new technologies to control power distribution networks.>® One
of the real-life use cases of 5G, linked to the energy grid and port automation, was provided by the Wireless for Verticals
(WIVE) research project.”® In this application, URLLC aims to guarantee the security of the energy grid infrastructure
and automation used in protection applications.®

3.2 | Where is the URLLC most needed?

There has been much discussion and enthusiasm around URLLC development in the run-up to commercial 5G. The
release of Third Generation Partnership Project (3GPP)%! standards include many specifications to enable sub-millisecond
latency. On the consumer side, the use cases revolve around Augmented Reality (AR),%? Virtual Reality (VR),** and
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TABLE 4 The specifications for the new radio non-standalone applications specified by ITU classifications.
Category Basic features

Enhanced mobile broadband eMBB is an extension of the services enabled by 5G for those applications that need
significant data rates for many users clustered together, who can be fixed and mobile, an
increased payload, and a full-time internet connection. Specific use cases include hotspots,
enhanced multimedia, Three-Dimensional/Ultra-High-Definition (3D/UHD) video
applications, smart offices, cloud office/gaming, and virtual/augmented reality (VR/AR).

URLLC URLLC emphasizes a fast, responsive connection with minimal latency. URLLC is not
developed to offer high data rates, but it needs to provide flexibility. URLLC can be used in
industrial automation, autonomous driving, mission-critical applications, and remote
medical care, among other things.

(Massive machine type communications) mMTC focuses on delivering low-reliability communication to a very large number of devices
that transfer usually a small quantity of data, like IoT applications. It can provide
long-range communication while still being energy efficient and having asynchronous
access. mMTC is ideal for low-power gadgets in Wireless Sensor Networks (WSNs), smart
cities, energy management, etc.

TABLE 5 Reliability and low latency importance for different type of applications.
Industry Application Importance of reliability and low latency

Healthcare and medical services ~ Patient diagnosis/remote surgery A robot might be used to do remote surgery or
diagnose a patient from a far.

Entertainment/ Business/ Media/ Live event handling, live sporting events Users desire to participate online in various current
support, online gaming, and (VR/AR), events, like sports, concerts, or other forms of
entertainment based on cloud support entertainment.

Transport Drone-based deliveries, remote driving, Drones must adapt in real-time when new services
self-driving automobiles, traffic control, and incentives for consumers emerge, such as
and sub-station management. Amazon Prime Air for order delivery. Google’s

self-driving car (WAYMO)

Industrial automation Automated control systems including Industries have turned toward automation to
robot-assisted industries, machine status increase productivity. By substituting people with
reporting, monitoring, and power robots in the production process, more reliability
monitoring. and productivity may be achieved.

cloud gaming.%* On the enterprise side, use cases have been developed related to sectors like public safety®® (for image
recognition applications like facial recognition®), transportation (vehicle-to-everything communications and intelligent
transport systems®’), and manufacturing (AR support and digital twins). Several research results have been published on
these use cases and their requirements associated with low latency. Unfortunately, operators still need to develop strong
business cases.®® For example, a few safety contracts can bring high value and Service Level Agreements (SLAs).% On
the other hand, various operators and companies are experimenting with low-latency offerings. For instance, Verizon is
leveraging its 5G multi-access edge-computing platform through a partnership with Amazon Web Services (AWS).”° As
a result, QoS depends on the layer from the IoT architecture in which the users identify themselves.”* Table 4 shows the
new radio non-standalone applications specified by the International Telecommunication Union (ITU).”? NTT DOCOMO
Inc”® and Huawei conducted’ a field trial on URLLC that produced several promising results. For 5G networks, meeting
URLLC criteria is a significant problem because it requires changes in the present telecom infrastructure’s architecture.
Nevertheless, the promising results obtained with URLLC can play a critical role in 5G future communications and user
demands. The importance of latency and reliability in open applications is shown in Table 5.
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FIGURE 4 Tactile internet.

3.3 | URLLC technique in tactile internet services

URLLC is appropriate in TI services that significantly need low latency and payload.”> TI's core requirements include
ultra-reactive and reliable connectivity, additional intelligence at the border of the network, and efficient data transmis-
sion.”® As opposed to the traditional Internet, which is used to transmit audio and video data, TI sends touch information
and actuation data with audiovisual data.”” In TI applications, the haptic experience is also bilateral’®; for example, in
a teleconferencing environment, the teleoperator receives motion while the environment’s communication is transmit-
ted back to the Human System Interface (HSI).”® The tactile user and the HSI determine the master domain and change
human sensorial inputs into tactile information using a suitable tactile conversion technique. The HSI produces tactile
data that is transferred through the network domain. A remotely controlled robot or tele operator is necessary for the
controlled field or environment. The master domain directly incorporates the controlled region based on specific com-
mand signals (eg, velocity, position).8’ The master domain receives response signals from the controlled domain (eg,
force/position, surface texture). The master domain gets audio/visual feedback signals from the controlled environment
and haptic feedback signals. The TI links the users (master domain) remotely to manage the environment (controlled
territory).8! Figure 4 shows the tactile internet using the HIS.

3.4 | Method of searching and finding the published papers

Two groups of reviewers scanned abstracts separately to seek out candidate theories and assess their applicability. We
considered all types of articles published in English, except for opinion-driven materials (such as editorials, commentaries,
and letters). We used the following three critical steps for the article selection strategy:

« Search the existing scientific databases using an automated search based on the keywords.
« Choose the papers based on their titles and abstracts.

« Evaluate the entire text of the selected papers.

Figure 5 depicts using Google Scholar and other electronic resources, such as ScienceDirect, SpringerLink, Web of
Science, and IEEE Explore, in Stage 1. These databases were searched using three keywords: “information shared in
project teams” and “team groups.” First, we conducted an automated search using the Google Scholar search engine
and other electronic databases to find primary studies. Next, we transferred all the publications’ citation data, abstracts,
and keywords to an Excel datasheet for further analysis. We identified six well-known publishers, resulting in 34 journal
publications and 10 conference papers. The topic of URLLC became relevant in 2017 when the first papers were published
and grew in importance between 2019 and 2021. In 2019, we identified 11 papers; in 2020, we found seven articles; in
2021, we discovered 10 papers; and in 2022, we came across five papers on URLLC topics. We identified several challenges
based on our analysis of these papers, as presented in the section below.
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TABLE 6 Expected QoS requirements for URLLC.
Indust: Error rate / error probabili Latency (ms
ry P cy
Augmented/virtual reality 103-107° 5-10
Guided vehicles 10°>1073 5-10
Automated industry 10-°-107° 1
IoT 1073 1

4 | URLLCCHALLENGE IN THE IOT NETWORKS

URLLC needs to transfer data from exchange to exchange (E2E) with high reliability, low latency, and high security.
Table 6 shows the various applications that require URLLC with different error rates and latency.

All URLLC applications need low latency and good reliability, while eMBB also demands effective data rates.®? There-
fore, systems must share physical resources to maintain the required QoS when URLLC and eMBB coexist. Figure 6 shows
a practical coexistence approach. However, this collaboration between eMBB and URLLC on the same radio network can
bring new challenges. The New Radio (NR)®3 describes two scheduling protocols: immediate and reservation scheduling.
The immediate scheduling strategy recommends that packets be sent to the base station as soon as data is created.?* As a
result, this scheduling scheme may cause interruptions in data transmission. The reservation schedule is separated into
two categories for active packet processing: semi-static and dynamic reservation. Both techniques employ an additional
reservation frame for URLLC, which leads to control signaling overhead. Moreover, the reserved space may be better
spent with URLLC data.

4.1 | End user device & energy efficiency concern

New technologies, features, services, and applications have emerged in mobile communication since the introduction
of the 5G network.3* However, in some countries, the previous telecom network operation and administration systems
are still in use (LTE and 3G). These networks must meet users’ demands and data rates and may require increased net-
work efficiency and better control of operational expenses. The industry has recognized the need for a knowledgeable and
automated network for the 5G era.®> Developing an intelligent autonomous system is critical for creating mobile commu-
nications, and it will become a crucial component of communications networks in the 5G future.®® The 5G and beyond
5G eras introduce Al and ML techniques, which may be considered an unavoidable necessity for network design.®¢ For
example, reducing unnecessary power usage is essential in IoT networks, and AI and ML can perform these tasks very
well. During peak and off-peak hours, the network traffic flow changes dramatically.” However, the equipment continues
to operate, and power consumption is not constantly adjusted in response to traffic. Therefore, building the capability of
“zero bits, zero watts” is necessary. In standard networks, the attributes in various situations can vary substantially from
one application to another. Therefore, recognizing multiple conditions and designing suitable energy-saving measures is
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crucial in IoT and 5G networks. To save energy, most wireless devices operate in sleep mode.®® Furthermore, the devices
regularly check for pending packets on the network to prevent delays.

4.2 | Handover & error handing issues for URLLC

In 5G network defines numerous handover criteria and thresholds for initiating the handover mechanism.?° These param-
eters should be carefully established in the network design. For example, as illustrated in Figure 7, two critical parameters
determine the handover, Hand Over margin (HO margin) and Time-To-Trigger (TTT) value. The UE measurements are
made regularly or on-demand, assuming that the source eNB’s Reference Signal Received Power (RSRP) decreases while
the target eNB’s RSRP increases. The source eNB starts the TTT timer when the target eNB suits the HO margin better
than the source eNB. If the entry condition persists during the TTT, the source eNB determines the UE’s handover deci-
sion. At this point, the target eNB asks the source eNB to perform the admission control procedure. After completing the
admission control, the source eNB launches the transfer. One of the most important aspects of any telecom infrastructure
is handover (handoff). NR must support the mobility criteria shown in Table 7 for 5G.
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TABLE 7 Mobility requirements for URLLC.

User Speed
Normal vehicle 120 km/h
Drones 160 km/h
High-speed vehicle 250km/h
Trains 500 km/h
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FIGURE 8 Downlink data transfer signaling mechanism. ACK/NACK stands for acknowledgment/non-acknowledgment.

The fundamental handover mechanism LTE uses smooth handover, and NR provides two levels of handover to
improve this process further. LTE technology is regulated using a Radio Resource Control (RRC) layer.”® In addition,
beam-level mobility is managed via physical and MAC layers to achieve low latency rather than relying on RRC. However,
mobility in NR inherits two unsolved issues: strength and Mobility Interruption Time (MIT). To achieve very low Han-
dover Interruption Time (HIT) and Handover Failure (HOF), NR is being explored and suggested. When data arrives at
the base station, a request for a Resource Grant (RG) is delivered to the target UE, as shown in Figure 8. The UE decodes
the data and replies with a positive or negative acknowledgment (ACK/NACK). The BS must retransmit the data if the
UE does not respond within the allotted time interval. The 5G network has a shorter TTI than LTE and demands a faster
reaction from the user to prevent retransmission.

5 | URLLCTECHNIQUE INIOT

The URLLC techniques are divided into structure-based, diversity-based, metaheuristic algorithm-based, and channel
state information. These four categories came up from most of the papers on IoT that have been studied. We evaluated the
approach and techniques used in each article and then categorized the documents based on the methods used. Addition-
ally, we included the articles for each category to offer a more accurate comparison and result. An objective examination
of the paper under the abovementioned consideration reveals the presence of eight factors for assessing the acquired
findings. The parameters are specified as follows:

Low latency in IoT indicates the amount of time needs for a device to receive and respond to a command or request.
It is an essential factor in the performance of IoT systems, as it affects the responsiveness and reliability of the devices
and the overall system. The 7; shows the physical layer, where 7, represents the time to transmit and 7z, is a signal
propagation time, 7, represents a time for preceding and decoding, z,.; represents time to re-transmit, and z; is the
pre-processing time.*!

T1 = Tt + Tprop + Tproc + Trer + Tsig €))
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The processing time using the URLLC systems should not exceed 0.5 ms.? It represents the necessary time to deliver
a packet using the new physical layer frame structure required to enable URLLC.?* Furthermore, the latency criterion is
not fulfilled if the time-to-transmit is higher than 1 ms. The physical layer must consider various traffic characteristics*
and the different QoS for various services.’

The reliability in the 5G network implies an error probability of 107>,% so transferring in the channel must be per-
formed in short packets. The goal of improving automated industrial and control is achieve high reliability in terms of
successful packet rate delivery.’® In a one packet communication, the error probability is:

Pe=1-(1=pc) (A —=pa) @)

Where P, shows the transmission error probability, P, the error probability of the Physical Downlink Control Channel
(PDCCH), and P; the probability of the Physical Downlink Sharing Channel (PDSCH).

The goal of third formula is created a new URLLC application can fulfill reliability criteria such as packet loss
probability between 10~>~ 107 in PDSCH and PDCCH less than 1075:

P = P{P4, + (1= Po) % PiP} Porx+ Pi (1 - Py,)  PyPCPg, (3)

Where P;4; shows the probability of correct detection of a single PDSCH. Py, the success probability of retransmitted
PDSCH, and PDTX the successful probability of Discontinuous Transmission (DTX). Specific algorithms can train Al
in reliability to send the data more precisely. The Al algorithm can increase the reliability of network, however thus
algorithms can use a high energy in IoT network.

The response time is defined as a service capacity to fulfill several responsibilities under specific circumstances for a
certain amount of time, as assessed by the following criteria®”:

RESk

RTRK:}FC'K’K: 1,...,M (4)

where RESk shows the amount of jobs submitted to each service Rg in a specified time period, foreach K =1,2..., M,
where M is the amount of services, and RECy is the total number of demands.
The availability shows the ability of IoT service to be functioning when requested, and it may be computed using the
following formula:
Axg

AVg, = =5 K=1 ..M (5)
K

where Ry, R, ..., Ry represents the assets, Jy =1, 2, ..., M are the number of activities submitted to Rg, and Ag
represents the number of jobs accepted by Rg.

The cost is the amount of funds spent to satisfy an IoT node demands, based on the amount of memory, number of
operations, and bandwidth required. We can determine the costs based on:

k
Cost=) (C/Ty) (6)
i=1

where K is the size of the concrete service requested by an IoT node, C; is the number of nodes necessary to fulfill the
users’ requests, and T; is the time interval in which the user has access to the nodes.

Devices with 10T potential are heavily impacted by energy usage. Therefore, the next step is for each possible service
to supply a parameter indicating how much energy it consumes.

Einit - Ec
Einit

E= @)

where Ej;, indicate the initial energy of sensor, and E, the current energy of sensor.
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Packet Delivery Ratio (PDR) is based on the sum of the total received data packets into the BS:

Y No. of packets recieved

PDR =
Y No. of packets sent

* 100% (8)

Throughput indicates the packets delivered to the BS per unit of time.

Y No.of packets sent * Packet size

Throughput = 9

Time taken

5.1 | Structure based techniques

Structure-based strategies rely on structured assumptions, principles, ideas, and practices. This technique chooses the
most efficient IoT slots, symbol duration, sub-carrier spacing mapping, and modulation methods. Structural techniques
present frameworks such as frame structure, waveform design, and finite block length information theory. There have
been extensive discussions on frame structure both in academia and industry. The frame structure is a fundamental
approach to designing the 5G network. Several papers have researched this method, which is vital in URLLC. Meanwhile,
the frame structure ensures high reliability in 5G networks and achieves high bandwidth. Orthogonal frequency-division
multiplexing (OFDM) is the primary waveform used in 4G and has an essential role in 5G networks. OFDM can support
the 3GPP and is also mandatory for UE. Most authors use filtering, time-domain, guard band insertion, and spectral
precoding in this design. Finite block-length information is based on argument and random coding, which causes radio
resource allocations. This strategy has a relationship between the desired reliability and bandwidth in applications. In the
following section, we will discuss the structure techniques in-depth.

Zhao et al®® proposed a shared Finite-Block Length Coding (FBC) for the multi-user downlinks. In this method, only a
few symbol lengths are accessible to users. Expanding the FBC algorithm can cause a more effective coding rate and can be
performed by jointly encoding users. The authors employ a matrix-based strategy to develop the multi-user collaborative
encoding design. Then, using a nonlinear bipartite pairing problem, they achieved the best possible power constrained
within extremely low latency. They created a two-step approach to implementing the unified FBC policy across numerous
users. Firstly, they identified the user occupancy status for each accessible Resource Block (RB) by detecting the users
who would send data. Then, a shared encoding design scheme was developed among the RBs with similar occupations.
In this paper, the authors also established an IP issue to optimize a weighted sum of users’ throughput under a power
consumption constraint. They obtained the best energy usage based on a unified approach by transforming the IP issue
into a nonlinear bipartite matching problem. However, this approach has a long execution time.

Park and Saad®® developed the finite memory multi-state architecture to enable several IoT devices to share con-
strained connection resources. This proposed method uses the suggested learning architecture to understand critical
signals and allocate the proper communication resources. Also, it can deliver delay-tolerant, periodic, and urgent pack-
ets. Furthermore, the proposed learning architecture compensates for memory usage and computational constraints for
IoT devices. The authors have shown that this learning framework can achieve the shortest predicted latency in IoT
devices. Moreover, the presented learning algorithm’s effectiveness in IoT systems with varying delay targets, detection
probabilities, memory sizes, and network densities. However, the method is time-consuming and energy-intensive.

Avranas et al'® analyzed URLLC by using Incremental Redundancy (IR) and Hybrid Automatic Repeat Request
(HARR). In addition, this study investigated energy and latency using a finite block length domain. A dynamic program-
ming technique solved the non-convex median energy reduction problem with URLLC limitations. The primary outcome
of this paper is the latency compared to the packet size, and a well-optimized IR-HARR method may be energy-efficient.
The benefits of this mechanism are low complexity and low energy usage. However, it has limited scalability and is
relatively expensive.

Yu et al'®! proposed a connection between consensus and communication link transmission. However, they discov-
ered that consensus latency and consensus reliability are incompatible. Therefore, they aim to develop a new approach
using the Raft architecture in their study. The leader node in a Raft network must pack the instructions into log entries
and continually duplicate these entries to all followers through downlink communications. Then, the followers confirm
and transmit the log to the leader via uplink communications based on the successful receipt of the request. Consen-
sus nodes in the IIoT may be actuators or can function as a group to offer consensus to the actuators. The actuators can



SEFATI and HALUNGA 150f38
WILEY

@ Normal actuator A Successful downlink ? Normal follower / actuator

@ Actuator link failure _ * Syccessful uplink
Follower/ actuator with link failure

. . “ailed downli
‘( entral control station Failed downlink

‘ ,* Failed uplink Q Log synchronization
ﬁ Leader/ Actor

FIGURE 9 The centralized and distributed consensus systems in Raft framework.

operate only if the Consensus Mechanism (CM) network agrees on the critical choice. This framework lowers the rate of
consensus failure and boosts user satisfaction. It also provides several essential benefits; the most important is high avail-
ability. However, this method is limited in scalability, and the concept has not been tested in a real-world IoT logistics
system. Raft’s centralized and distributed consensus system is shown in Figure 9.

Din et al'*? developed a system that combines green IoT with a 5G network for healthcare systems. They attempted to
connect heterogeneous networks using the least amount of energy possible. Furthermore, the proposed protocol supports
the 5G network architecture by mapping Internet Protocol (IP), MAC, and Location Identifiers (LOC). In a clustering
strategy, many mobile devices were grouped based on Received Signal Strength (RSS) data. They created a mobility super-
vision system for the nearby cluster. Furthermore, they sought to design a 5G network with green IoTs as the sensing
layer. The sensing layer was proposed to improve efficiency and minimize energy by collecting data from the medical care
system. To verify the performance and viability of the suggested technique, they used the C programming language to
simulate it. They created a mobility supervision system where each mobile node searched for a nearby cluster and joined
it with a smaller amount of energy. The suggested 5G network architecture for medical applications is shown in Figure 10.

Zeng et al'® proposed an IoT system based on Massive Multiuser (MU-MIMO) and Pilot-Aided Channel Estimation
(PACE). The PACE technique assumes that all users are equally distributed and the radio channel is only affected by
log-normal shadowing. The error probability of connecting users with a given delay is determined using Finite Block
Length (FBL) data theory, allowing large MU-MIMO to transmit short packets. In addition, the Golden Section Search
Method (GSSM) has been used to calculate the pilot’s length and limit the possibility of failure. The numerical results
demonstrate that massive MU-MIMO can accommodate many URLLC users, even when users are placed randomly under
shadow fading. According to the analytical findings, MU-MIMO may achieve high reliability under shadow fading with
several Rx antennas, even when many users are supplied simultaneously. They also used GSSM to reduce the pilot’s length
to achieve fast convergence. Even under severe shadow fading and random user placement, large MU-MIMO enhances
reliability.

Mahyoub et al'** proposed a Routing Protocol for Low-Power (RPL) based on a low-latency and Lossy Networks (LNs).
To provide compatibility with RPL requirements, the network has to use the original control features and transfer a data
packet. First, the source node should retrieve a route to the destination from the local cache. Next, the source node should
send a Route Request (RREQ) note to the original path’s root. Finally, if this path does not exist, the source node should
request a path to the intended destination by sending an RREQ message to the root. It is worth mentioning that the RPL
sends RREQ and Non-Storing RPL mode (NSRPL) using uplink and downlink routes. It also proved to have an average
latency reduced by 74%, energy usage reduced by 23% for the investigated traffic intensities, and high PDR. However,
this article achieved poor load balancing, and the system was not tested in a real environment. Therefore, the suggested
solution was probed based on simulation in Cooja.
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FIGURE 10 5G network architecture in LOC architecture.

El Haber et al'® proposed a unique method to solve the URLLC problem in UAV networks, which helps future IoT
services. They attempted to maximize the process rate by optimizing the positions of the UAVs. The issue was split into
two phases: firstly, a planning problem that optimized UAV deployment, and secondly, an operational problem that deter-
mined the best offloading and resource allocation options with limited UAV energy. The authors represented both phases’
concerns as non-convex mixed-integer programs due to their non-convexity. Figure 11 shows the system model of the
UAV-aided mechanism in the URLLC. This method achieved high performance and low energy consumption and could
quickly discover a solution under strict QoS limitations. However, it had a long convergence time, and the simulation
results had not been verified yet in a real-world setting.

Pang et al'% proposed a Fog-Radio Access Network (F-RAN) that includes small cells and a macro base station to
address URLLC requirements. They considered the low-latency architecture an optimization challenge, where F-RAN
balances communication vs computational effort over numerous nodes. The authors described suitable task computing
techniques for the simultaneous selection of F-RAN nodes in a multi-user environment with heterogeneous resource
allocation. Simulation results revealed that the one-for-all idea might drastically reduce the overall latency of collaborative
task computing and provide a win-win scenario for all users. In addition, they discovered a dynamic programming method
that may limit the overall running time as the number of users grows, proving the scheme’s viability and scalability.
However, as a limitation, this method achieved low availability, and the concept had not been tested yet in a real-world
IoT system.

Zhang et al'?” used an adaptive routing technique to enable nodes to choose receivers based on the current state. In
this paper, they proposed a new Data Collection Framework (DCF) for low latency. Furthermore, the DCF technique
allowed many nodes to communicate in each time slot. They offered two methods for generating local schedules in DCF,
enabling nodes to set their schedules based solely on information from their neighbors. To overcome this challenge,
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FIGURE 11 System model of UAV-aided mechanism.

they proposed a distributed data-gathering architecture based on DCEF, utilizing spatial parallelism to prevent collisions.
Additionally, nodes in the DCF could alter their routing algorithms. This technique offered several benefits, including
high performance, scalability, and low energy consumption. However, the cost had not been determined.

Zhang et al'® proposed a multi-cell grant-free uplink in an IoT network where services with hard deadlines coexist.
In this paper, the packet loss rate is calculated for each service, and sensor nodes are communicated with the nearest
base station. All sensor nodes are fixed in position and do not have mobility options. Furthermore, a lower bound of
the successful decoding probability (SDP) is derived. Finally, the uplink communication is settled, and a pre-specified
average received power is needed for transmitting. This technique offered various benefits, including successful decoding
probability, high resource consumption, and low packet loss; however, the cost has not been determined. Table 8 shows
the advantages and disadvantages of the structure methods.

5.2 | Diversity technique

The diversity technique is based on the computational effort to simulate actions. It describes components based on rela-
tionships, information structures, user needs, and business problems. Structured diversity gives abstractions of attribute
features and explains other ideas. For example, error probability and noise problems cannot cause packet loss. Further-
more, most researchers prefer to use these techniques in a noisy environment. The modulation-coding scheme (MCS)
can be considered as obtaining diversity from redundancy over time. Diversity techniques present frameworks such
as Frequency/Time/Space Diversity and Modulation and Coding Schemes. Frequency/time/space diversity can achieve
Ultra reliability communication without affecting latency. Spatial diversity consists of two approaches: micro-scale and
macro-scale. Additionally, this technique significantly affects system capacity in both noise-limited and interface-limited
scenarios. This section will analyze several diversity-based strategies used in IoT to solve the URLLC problem.

Elgabli et al'® proposed using the Age of Information (Aol) to share reliable data remotely. Aol indicates the amount of
time since a transmitter generates a packet. This work investigated time-sensitive remote monitoring issues, and URLLC
was used to minimize the chance that each sensor’s Aol exceeds a predetermined threshold. Furthermore, the authors
anticipated that sensors would accept various thresholds and different-sized output packets. Finally, they introduced a
low-complexity reinforcement algorithm to solve the suggested formulation inspired by the success of ML. They used
the state-of-the-art actor-critic method to train their system using a collection of public bandwidth traces. The authors
did not study energy consumption or test the system in a natural environment. Simulation results demonstrated that the
proposed method achieved robust scalability in a vast region with minimal packet loss.

Lee, et al** proposed a model for data transmission through the relevant data available. The proposed technique used
the most reliable data as a virtual pilot for increasing the estimated channel accuracy. This technique prompted a short
training time with a small packet shape. However, small packets have significantly degraded the target channel and
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TABLE 8 Structure based techniques.

Authors

Zhao, et al

Park and Saad

Avranas, et al

Yu, et al

Din, et al

Zeng, et al

Mahyoub, et al

El Haber, et al

Pang, et al

Zhang, et al

Methodology

Finite-Block length Coding
(FBC)

Finite memory multistate
sequential learning

Incremental redundancy (IR)

Raft framework

Internet protocol (IP),
Medium access protocol
(MAC)

Finite block length (FBL)

Routing protocol low-power
(RPL)

Optimize the placement of
UAVs

Fog-radio access network
(F-RAN)

Distributed framework (DCF)

Pros

(+) Optimal power
consumption
(+) High throughput

(+) Discover critical
messages

(+) Reduced memory sizes
(4+) Low complexity

(4+) Low energy
consumption

(+) High availability

(+) User satisfaction rate

(+) High data rate

(+) Inefficient bandwidth
usage

(+) Low error probability
(+) High throughput

(+) High reliability

(4) High convergence

(+) High packet delivery
rate

(4+) Low energy
consumption

(+) High performance

(+) Low energy
consumption

(4+) Reduced total running
time

(+) High performance

(4) High scalability

(+) Low energy
consumption

Cons

(=) Long execution time

(-) High energy & time
consumption

(-) High complexity
(=) Low scalability
(-) High cost

(=) Low scalability

(=) Not tested in real
environment

(=) Low scalability
(-) Not using big data

(=) Low scalability

(-) High energy consumption

(=) Low load balancing

(=) Not tested in a real
environment

(-) High convergence time

(=) Medium reliability and
availability

(=) The cost and processing
during data gathering has
not been evaluated

Assessment

Real environment

Simulation

N/A

Real environment

Simulation

Matlab

Simulation using C
programming

Simulation

2D area

Cooja emulator

Contiki OS

Simulation

N/A

ARToolkit
Based on LTE

NS-3 simulator

interfered with covariance matrix estimation. This research emphasized low-latency communication, but the primary
principle could be expanded to mMTC and high-throughput MIMO scenarios. In both instances, the accuracy of the
channel was critical for achieving the intended result. Also, for URLL communication, a noncoherent technique does not
depend on the pilot signal. The benefits of this mechanism were considered to be the short time training, high through-
put, and high availability; however, other characteristics, such as the number of users and service in overall results, have
not been examined in this paper.

He et al''® proposed a multi-device IoT network that utilizes shared radio resources. They described the network’s
resilience and throughput in the FBL domain. Furthermore, they investigated a multi-UE IoT network’s reliability and
throughput performance while running retransmission. They initially described the FBL performance model and then
proposed two design architectures: the first minimized error probability and the second maximized throughput in the
multi-UE network. The authors discovered a considerable difference in the FBL network and Infinite Block Length (IBL)
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performance. Finally, they conducted simulations using the Monte Carlo technique to verify the analytical model and
assess the system’s performance. Although the suggested approach achieved high throughput and a low error probability,
this algorithm has not been tested in a real-world scenario.

Seo, et al'!! proposed a Compressed Sensing-based random-access protocol (CS-RACH) to manage machine-type com-
munication in an IoT network. They found more advantages in CS-RACH than LTE. The compressed sensing approach
allowed them to identify users concurrently with reasonable accuracy. Furthermore, the user detection scheme could
eliminate preamble impacts and minimize collision probability compared to standard LTE. Normalized throughput,
access probability, and average access delay have been evaluated using the minor absolute reduction and selection oper-
ator technique. Their simulations showed that the suggested method was effective in throughput and latency. However,
this study did not include scalability and has not been tested in the real world.

van Rensburg et al''? proposed a low-cost wireless network for reliable data transfers in South Africa. The IoT network
was developed inside a building, and the nodes were linked to send millions of packets. The researchers used “big data” to
assess the network’s effectiveness and reliability. Statistical analysis showed that the quality of service improved between
the network’s multiple asynchronous and transmitting nodes. Additionally, the authors concluded that the network’s
point-to-point and mesh connections delivered high reliability, but this approach had a significant level of complexity.
However, scalability and costs were not evaluated.

Nakao et al''3 described a random graph optimization to solve the order issue. Using graph symmetry, the suggested
technique improved the Average Shortest Path Length (ASPL). The proposed approach is applied to both generic and grid
graphs. Finally, the authors evaluated various graph issues with up to 1 million vertices. Therefore, graphs with better
symmetry properties have a lower diameter and reduced ASPL. However, symmetric graphs have less complexity than
random graphs and networks without balance, and this algorithm did not evaluate energy usage, and the reliability has
not been proven in a real system.

Ye, et al''* proposed a Non-orthogonal Multiple Access (NOMA) system to solve the difficulties of delivering
fast, responsive, and highly reliable connections for significant devices in the IoT. The neural network and the asso-
ciated multi-class function produced symbol-spreading signatures. The technique eliminated the time-consuming
human-crafted effort and allowed the automated construction of spreading signatures. According to simulation results,
the suggested method outperforms traditional grant-free NOMA schemes regarding reliability. Furthermore, a multitask
learning method was employed since many IoT sensors require low power utilization and high reliability, becoming more
critical when designing radio-frequency access schemes. Based on simulation results, the suggested technique improved
reliability and had a lower symbol error rate, but it does not enable conflict analysis.

Liu, et al'!> proposed a Half-Duplex Relay-Assisted NOMA (HDR-NOMA) to transmit data using relay-assisted NOMA
for 5G V2X systems. Although none of the specified problems can be formulated as concave or convex functions, the issues
studied were demonstrated to be modeled as a quasi-concave function. Therefore, a bisection-based power allocation
method was developed to find the best solutions to the challenges. As a result, they converted it into a series of convex
feasibility functions and solved them using a bisection-based power allocation technique. According to simulation results,
the suggested approach provided a considerable performance gain over the Fractional Transmit Power Allocation (FTPA)
method. Furthermore, when self-interference is adequately suppressed, the suggested full-duplex relay-assisted NOMA
(FDR-NOMA) technique achieved a higher max-min attainable rate than the proposed HDR-NOMA.

Sun and Yang!'® proposed an unsupervised deep-learning algorithm to tackle resource allocation issues in URLL
communications. They used a deep learning algorithm to reduce the necessary bandwidth and enhance the QoS of the net-
work. Simulation results revealed that the learning-based approach performed and the optimal solution in the symmetric
situation can save roughly 40% of the available bandwidth with low convergence time and computational cost.

Liu, et al''7 proposed an open-loop system and multi-cell grouping in a Heterogeneous Network (HetNet). Before
analyzing communication reliability and latency, they discussed how mobile users in a HetNet employed the suggested
Proactive Multi-cell Association (PMCA) strategy to build their virtual cells. They demonstrated that the PMCA system
could significantly increase communication reliability and be optimized by adjusting the number of users. The delays
encountered on ascending and descending links were also evaluated. The PMCA system indicated very low latency in
a single user’s cell. The suggested open-loop communication and PMCA strategy could meet the target URLLC users’
requirements in a HetNet. The proposed technique could achieve a low error probability rate and good reliability values;
however, this approach might lead to a long convergence time.

Zhang, et al''® proposed semi-supervised learning for improving URLLC in IoT networks’ radio frequency identifi-
cation (RFI) framework. This paper analyzes the error probability and availability of MIMO for sending data to the base
station. Received signals and processing by the base station can cause an increase in latency. Furthermore, essential and
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TABLE 9 Diversity techniques.

Authors Proposed method Advantage Disadvantage Assessment
Elgabli, et al Age of information (Aol) (+) Good scalability in large  (—) Energy consumption has  Simulation
area not been evaluated Python based on
(+) Low packets drop TensorFlow
Lee, et al Mini-mental state (+) Low execution time (-) Low number of users and  Simulation
examination (+) High throughput service in simulation MATLAB
He, et al Finite block lengths (FBL) (+) High optimal throughput (—) High convergence time Simulation
regime for a multi-UE IoT (+) Low error probability (=) Not tested in real N/A
network environment
Seo, et al Compressed sensing-based (+) High throughput (—) Not pay attention to a Simulation
random-access protocol scalability N/A
(CS-RACH)
van Rensburg, et al The packets were transmitted (+) Low packet losses (—) High complexity Simulation
and logged between . .
interconnected nodes (+) Teéted in real (—) Scalability and N/A
environment
Nakao, et al Average shortest (+) Workability (—) High Energy consumption Simulation
Path length (+) Lower complexity Framework
SimGrid-3.25
Ye, et al Nonorthogonal multiple (+) High reliability (—) The approach does not Simulation
access (NOMA) provide conflict analysis for Tensorflow
the workflow
Liu, et al Full-duplex relay (+) Fixed power allocation (=) The simulation Simulation
non-orthogonal multiple environment is not
i N/A
access (FDR-NOMA) () Bl pasiommmes mentioned
(=) Low availability
Sun and Yang Unsupervised deep learning  (+) Rapid convergence (-) High packet loss Simulation
(+) Low computational probability MATLAB
complexity (-) High energy consumption
Liu, et al Proactive multi-cell (+) Low error probability rate (—) High programming Simulation
association (PMCA) complexity N/A

(+) High dynamics

valuable data are forwarded to the cloud for computing, analysis, and decision-making. The proposed method divides the
vital information into short packages and sends them to the base station. The proposed technique has acceptable results
in data transmission, low cost, and computational complexity. Nevertheless, using the ML algorithm has high-energy
consumption. Table 9 shows the advantages and disadvantages of the diversity-based technique.

5.3 | Metaheuristic-based techniques

In engineering challenges, detecting the highest and lowest function values is critical.!'® To address specific issues, effi-
cient analytical-based methods are available in the existing literature. However, due to computational demands, correct
algorithms are limited, and heuristics or meta-heuristic approaches are required.!?° Using a heuristic methodology to
solve an optimization issue does not guarantee the best solution. These methodologies, like humans, employ a heuristic
function to aid in the search. Meta-heuristic algorithms also handle complex global optimization problems by relying on
natural phenomena. As a repetitive creation process, meta-heuristic algorithms combine numerous notions to identify
and use search regions. Learning procedures are used to organize the data and find near-optimal solutions.



SEFATI and HALUNGA 210f38
WILEY

Smart car

FIGURE 12 Edge-computing-based system model.

Bhardwaj and Kim proposed!?! the Dragonfly Node Identification Algorithm (DNIA) to optimize criteria for URLLC
systems. They evaluated the suggested approach using several benchmark functions and found that DNIA produced an
optimal global solution with improved convergence behavior compared to other optimization algorithms. Although DNIA
could not find globally optimal solutions for increasingly complex Congress on Evolutionary Computation (CEC) bench-
mark functions, its performances were classified as accurate, consistent, and efficient. This technique also studied the
conflicting tradeoff for the best solutions. In addition, DNIA benefited from reduced packet loss, an acceptable Cumu-
lative Distributive Function (CDF), and a short convergence time. However, this approach has limited scalability and is
only appropriate for a few users.

Wang and Chen'?? proposed the M/M/1 technique to solve the queuing problem in wireless channels. Firstly, they
calculated the capacity of local computation and processing resource distribution. Secondly, they separated the original
optimization issue into two independent sub-issues. In this paper, they offered a hybrid genetic algorithm to improve
offloading choice based on low latency. Eventually, the numerical results have shown that their suggested scheme outper-
forms other alternative strategies regarding achievement time and energy usage. However, the proposed technique had
limited sensor and service coverage in simulations.

Singh and Nagaraju'?? proposed using nature-inspired computational approaches to enhance the operation of a sensor
network using three distinct procedures: sink node position, route creation, and optimization. Furthermore, opportunistic
coding was used at prospective relays to reduce the number of transmissions, significantly improving data transfer. In this
paper, two algorithms were used. First, the Particle Swarm Optimization (PSO) algorithm was used for sink placement.
Second, the Artificial Bee Colony (ABC) algorithm optimized the routing from the source node to the base station. These
techniques offer high throughput, a high packet delivery rate, and low packet delay. However, the approach required a
long convergence time and high-energy consumption.

Babar et al'?* proposed an ABC algorithm to control edge computing while decreasing latency and response time.
Additionally, they suggested an ABC algorithm to distribute the workload to allocate appropriate resources between IoT
devices and servers. The proposed algorithm can be efficiently used for IoT devices under stringent energy constraints
with acceptable latency. The ABC algorithm achieved good results compared to PSO, Ant Colony Optimization (ACO),
and Round-Robin (RR) scheduling algorithms regarding response time and management effort. On the other hand, this
strategy ignores power efficiency and cost issues. Figure 12 shows the system model of the ABC algorithm for URLLC in
edge computing.
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Chang, et al,'?® proposed a Machine Learning and Genetic Algorithms (MLPGA) approach to enhance the per-

formance of ultra-reliable and low-latency wireless sensor networks (WSNs). They utilized MLPGA to select the best
chromosome and generate a near-optimal clustering by ML methods. The proposed two-layer network architecture,
based on K-means clustering, ensured effective communication in WSNs, satisfying multiple network objectives simul-
taneously. The proposed technique built a multi-objective optimization based on important network metrics. Simulation
results showed that this technique improved network performance, increased the average network lifetime, and reduced
execution time. However, real-world evaluations and scalability issues still need to be considered.

Aburukba, et al,'?° proposed a GA algorithm to schedule 10T queries and reduce total latency. The GA evaluated
the dynamic environment, determined the problem size, created a population of viable solutions (chromosomes), and
determined each chromosome’s fitness function. Finally, they selected chromosomes for crossover and possible alteration
to create a new population based on the existing one. The GA’s performance was compared to Waited-Fair Queuing
(WFQ), Priority-Strict Queuing (PSQ), and RR methodologies. The proposed technique considerably reduced total latency,
from 21.9% up to 46.6%. However, scalability and availability were not analyzed, and the approach’s performance has not
been validated in a real-world scenario.

Cui, et al'?” proposed a method to identify the balance between energy usage and latency using a restricted
multi-objective optimization and a selective nondominated genetic algorithm to determine the best solutions. They also
proposed a unique encoding method and genetic algorithm to increase performance. This research focused on computing
offloading issues to assess energy and delay, with offloading associated with servers and local computing in the decision
space. Offloading may save time and money by reducing computational effort, while local computing might minimize
transmission delay. This method achieved low energy consumption and low latency in mobile edge computing. However,
the results were obtained based on MATLAB simulation and were not tested in a real environment.

Javanmardi, et al'?® proposed the Fuzzy PSO Fog Work Scheduler (FPFTS) for delay sensitivity and scheduling in a
fog-computing scenario. The suggested method aimed to use most of the fog resources in order to decrease the network
and application loop time. In this proposed paper, fog-computing compares with similar approaches previously proven
suitable for task scheduling. Furthermore, the suggested method may be used in delay-sensitive and delay-tolerant appli-
cations. They design and assess their process using an IoT architecture based on three layers. According to the results
presented in terms of latency and network usage, their solution outperformed First-Come, First-Served (FCFS) mech-
anisms. On average, FPFTS reduced the application latency by 86% while increasing networking utilization by 81%.
However, as a limitation, the overall QoS was not considered in object-connected settings, and the small number of nodes
cannot provide scalability.

Seyfollahi and Ghaffari'?® introduced the concept of reliable data distribution in IoT networks. In this paper, the Reli-
able Data Dissemination (RDDI) approach uses the behavior of node information to identify and report potential attacks.
The Harris Hawks Optimization (HHO) algorithm also integrated routing facilities, energy awareness, and geographical
data transmission to provide reliability and nature-inspired optimum routing. In the RDDI approach, all nodes send infor-
mation to the Cluster Head (CH). The CH stores the behavior of the member nodes, and the system will detect and block
the CH if it exceeds a certain threshold. This strategy improves user satisfaction while reducing resource monitoring. It
also provides several benefits, such as high reliability, PDR, and low energy usage. However, this method is limited in
scalability. Furthermore, the concept has not been tested in an IoT logistics system. Figure 13 shows the proposed RDDI
architecture plan.

Kanagaraj, et al'*® proposed the Cuckoo Search (CS) optimization algorithm enhanced by a Genetic algorithm. This
proposed method is named CS-GA to handle the reliability and redundancy allocation issue. In addition, integrating
genetic operators in regular CS can enhance the balance between exploration and exploitation. A comparison of the results
of this algorithm confirmed that the suggested algorithm was a better solution for reliability-redundancy allocation issues.
The CS-GA algorithm was a population-based algorithm that employed several solutions to get the global answer. The best
solution is obtained for the current population by executing a Lévy flight before the end of each generation. This strategy
has a high customer satisfaction rate, a short reaction time, and a high level of reliability. However, concerning limitations,
this algorithm has not been tested in a real-world IoT scenario, and the developed system reached high complexity.

Sefati and Halunga!'?® proposed service selection and composition for improving reliability and availability using the
adaptive penalty function in genetic and artificial bee colony algorithms. In this paper, the authors improved the URLLC
of cloud computing to serve the highest QoS for IoT networks. The first genetic algorithm selects the nearest services
according to the user’s needs, then, using the ABC algorithm, tries to combine the user’s requests. In complex and large
scalability, one service cannot respond to the user’s needs, so those systems need service composition. This paper has
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FIGURE 13 The communication architecture of the RDDI history system.

good reliability, availability, and low latency performance but has not been tested in real environments, and QoE is not
considered. Table 10 shows the advantages and disadvantages of the metaheuristic algorithm.

5.4 | Channel state information technique

In IoT-based 5G networks, channel state information is critical in ensuring reliable and efficient communication between
devices. Channel state information refers to the information about the wireless channel between a transmitter and
receiver, including signal strength, phase, and delay. One technique for acquiring channel state information in 5G IoT
networks is channel estimation. This involves transmitting a known signal, such as a pilot signal, and then using the
received signal to estimate the channel parameters. The estimated channel state information can then be used to adapt the
transmission parameters, such as the power and modulation scheme, to optimize communication performance. Another
technique is feedback-based channel state information acquisition, where the receiver sends feedback to the transmit-
ter about the quality of the received signal. This feedback can include information about the channel conditions, such
as the signal-to-noise ratio (SNR) and the number of detected errors. The transmitter can then adjust the transmission
parameters based on this feedback to improve performance. Channel state information is a well-known communication
technique in IoT and WSN communications.

Atutxa, et al'3! proposed a method for an IToT network to minimize response time by utilizing in-network computing.
In the data plane, their solution analyzed the Message Queuing Telemetry Transport (MQTT) of the data packets pro-
vided by a sensor. In their study, the authors proposed a solution based on In-Network Computing (INC) to improve the
network architecture in industrial operations. Their solution implements INC in industrial applications utilizing Data
Plane Programming (DPP) to improve reaction time and throughput. The article’s actual part tests and analyzes how a
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FIGURE 14 depicts the suggested DPP architectural technique.

concept works in real-world situations. DPP proved an effective technique for dealing with communication issues spe-
cific to industrial applications. Figure 14 depicts the suggested DPP architectural technique, including a programmable
switch and combining edge and cloud paradigms.

Jurdi, et al'*? proposed using a channel assisted with the variable rate in the URLLC system. The proposed method
includes two phases: First, a training phase in which the controller estimates the channel state. In the second stage, the
controller delivers a message to all devices at an appropriate rate following the current channel state. Compared to other
alternatives, the recommended URLLC system achieved better performance. The proposed system delivered ultra-reliable
communication across various payload sizes by modifying the rate in each connection. The mechanism’s benefits included
multiuser variety and great scalability, but the small number of nodes cannot guarantee energy usage.

Chen, et al'*3 proposed a method to use a high-order complex power system to improve the system’s reliability. Instead
of developing a new time-delay controller, they examined how frequency controllers monitored the settings. In addition,
the search space for two-dimensional active and reactive power tuning shifted from a “line” to a “plane.” The proposed
method indicated that the tuned system’s stability region increased after adjusting the parameter to the ideal value. Fur-
thermore, dynamic system responses to latency assaults with a more extensive temporal range. This method’s format
proved complicated, resulting in a high transmission cost.

Lin, et al'** proposed the True Random Number Generator (TRNG) for a single cell in an IoT network. They suggested
the changes in the pulse number as the random generator. They were producing random bits by using the parity of
the pulse number. TRNG throughput achieved more than 1 Mbit/sec for a single cell. Implementing chip-level parallel
processing on several cells has been experimentally tested. All the random bitstreams produced to pass the National
Institute of Standards and Technology (NIST) from —40 to +125°C. The endurance issue was considerably improved using
an optimized small analog switching window since TRNG capability is kept after 1011 incremental switching cycles. One
of the significant measures of TRNG was single-cell throughput; thus, they progressively increased the amplitude of the
impulses to get the Resistive Random-Access Memory (RRAM). Experimental validation at the chip level of the TRNG is
shown that 16 RRAM cells operated in parallel with the same pulse configuration. This technique offered several benefits,
including high performance, throughput, and low power consumption. Nevertheless, the main limitation was that the
convergence time is quite long.

Qin, et al'*® proposed energy-efficient task offloading for Latency-Sensitive Computing service activities (L2SC) in
enhanced Mobile-Edge Computing (MEC) and Multiple Radio Access Technologies (multi-RAT) wireless networks. They
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FIGURE 15 Proposed architecture of ILP.

developed an energy-latency challenge in a partial task-offloading environment as a weighted sum of latency expenses
and energy use. However, solving this mathematical problem in non-convex and non-smooth form proved challenging.
They transformed the tradeoff issue into a smooth biconvex problem and suggested an Alternate Convex Search (ACS)
strategy to significantly reduce the computational effort and execution time of the algorithms. They developed a MEC
framework to compute task offloading in IoT networks, including a multi-RAT mechanism for low-latency transmission.
At the same time, the MEC server provided efficient task computing to meet the UEs’ QoS. They also explained the
relationship between the UE’s battery energy and the overall network cost. The results obtained in this study showed poor
availability and insufficient load balancing.

Velasquez, et al'*® suggested a service placement architecture to improve the system’s overall performance. Their
architecture aimed to place services on convenient fog servers and continuously relocate these services in response to
changing network circumstances. Certain concepts of the service and some implementations used Integer Linear Pro-
gramming (ILP). The strategy included a central module and an Information collection that enabled the users to track
changes in the network status and user-system interactions. While exploiting the fog advantages, the architecture allowed
intelligent service deployment to ensure latency decrease based on the present network condition as well as the location
of the user and servers. Figure 15 shows the ILP method.

Tian, et al**” proposed using Radio Frequency Fingerprint (RFF) to create a lightweight IIoT architecture. The
RFF-based device access authentication technique was proposed to meet the requirements of IIoT. They divided 10 wire-
less devices into eight legitimate and two unlawful ones. The eight legal wireless devices were included in the training
set. The simulation results revealed that at SNR = 10 dB, the recognition rate might approach 95%. Furthermore, the pro-
posed solution demonstrated that it might identify particular IIoT devices and avoid Man-in-the-Middle (MitM) attacks
in an I1oT context. As a limitation of this research, scalability has not been considered.

Wang, et al*3® proposed the use of Open Platform Communications (OPC) and Time-Sensitive Software-Defined Net-
working (TSSDN) for industrial systems. This paper presents efficient solutions and reliable communication links in
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a three-layer architecture for industrial designs to help transition from old automation systems to cyber-physical sys-
tems. The Undefined Architecture (UA-based) and TSSDN switch have been merged in the proposed design. The TSSDN
enhanced data transmission reliability and latency, while the OPC gateway protected various communication protocols
and data formats. Transmission Control Protocol (TCP) was used in the intelligent industry testbed to communicate
between an OPC and a server. The proposed strategy obtained good scalability and reduced complexity.

Zhu, et al'*® proposed an IP wireless communication method using a Building Automation (BA) system. They con-
ducted a practical assessment of IPv6 on the multi-standard wireless platform CC2650. The findings revealed that the
implicit CoAP Retransmission Timeout (RTO) was inefficient and caused the “Stair Effect.” They tested various CoAP
RTOs in multiple scenarios. The BA system is connected to the primary networks based on the Gateway and internal
network. The BA system based on Gateway is used to develop an extensively scalable network.

Kurma, et al'* proposed a new method based on the channel state protocol. The proposed paper considers the energy
consumption mechanism in each sensor and sends the data with a direct cooperative mechanism. This article considers
the downlink transmission occurring from the control node (CN) to the target device (TD). N sensors can collaborate
with the CN and send the message to TD. The active sensors select the cooperative device based on maximizing the
signal-to-noise ratio. The proposed method offers good performance in low energy consumption and low cost but suffers
from high complexity and needs to be tested in a real environment.

Karem, et al'*! proposed non-orthogonal multiple access (NOMA) with a UAV system used for increasing the relia-
bility and throughput of the IoT networks. NOMA resource allocation is used for many IoT devices in this method. This
paper tries, at first to guarantee the delay of each device by time domain packet scheduler (TPS), and, after that tries to
increase the spectral efficiency by maximizing the system rate by a frequency domain packet scheduler. However, the
processing time strategy for up linking NOMA is complex. The proposed method performs well with respect to the delay
but cost but suffers from high complexity and needs to be tested in a real environment. Table 11 shows the advantage and
disadvantage of the channel state information techniques.

6 | DISCUSSION

This section compares different URLLC approaches used in 10T systems. First, the state-of-the-art URLLC is divided into
four categories to identify the key concerns and obstacles. Then, based on several characteristics, we examine the similar-
ities and differences among the presented URLLC approaches for IoT. Finally, all recommended methodologies are split
into four categories and summarized in Tables 8, 9, 10, and 11 to provide a thorough picture of the presented issue. Next,
our paper investigates the benefits and drawbacks of other QoS parameters when URLLC is applied in the IoT network.
Numerous studies have shown that various QoS parameters decrease latency and increase reliability. These benefits were
identified using information from the articles and comparisons to other approaches in the same area. According to the
papers studied, scalability, execution time, and low energy usage have received the most attention from researchers for
URLLC scenarios. This distinction may be attributed to the researchers’ focus on time complexity and user satisfaction.

In response to question RQ1 from Table 1, it has been demonstrated that URLLC is vital through increased URLLC
papers in journals and conferences. However, this paper identifies specific devices, such as medical sensors and fire sen-
sors, that require low latency and high reliability for communication during critical times. URLLC can enhance user
satisfaction and other QoS metrics in most situations. Additionally, IoT devices are spread throughout an active ecosys-
tem, and their communication, energy, and processing capabilities are frequently restricted. Figure 16 indicates that
heterogeneity is one of the most apparent characteristics of the IoT, encompassing variations in device types, abilities,
and message types sent over the network. Intelligent meters and environmental sensors are examples of IoT devices that
regularly transmit short data packets but may also need to send urgent and critical notifications. As a result, we investi-
gate the coexistence of periodic messages, which usually require minimal delay for data transmissions and critical alerts.
IoT devices will select the most appropriate Resource Allocation Protocol (RAP)!#? based on the message type.

All categories have pros and cons; this paper cannot advise which techniques are better than others. Still, a solu-
tion that can minimize the latency and simultaneously increase reliability, scalability, and execution speed has not been
found. Furthermore, only focusing on the URLLC techniques may lose the other QoS parameters. Ten articles on diversity
techniques attempted to improve throughput and low packet delivery rate besides URLLC. However, many mathemati-
cal operations have been used in these techniques, so the energy consumption is higher than in other categories. Also,
according to our investigation, focusing on URLLC can cause to increase the energy consumption. Although many meta-
heuristic algorithms can be used to solve this issue, most authors try to solve this problem by genetic algorithm. According
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TABLE 11 Channel state information techniques.

Authors Proposed method Advantage Disadvantage Assessments
Atutxa, et al Message queuing telemetry (+) Low response time (—) Does not pay attention to Real environment
transport (MQTT) energy consumption and simulation
(+) High throughput
(=) Need programming
(+) Low threshold ability to understand the
concept of a framework
Jurdi, et al Pilot assisted variable rate by using  (+) Exploits multiuser (—) Set of nodes cannot really Simulation
downlink (DL) diversity ensure energy consumption N/A
(+) High scalability
Chen, et al Secondary frequency (+) Stability region of the (-) High complexity Simulation
tuned system is enhanced
Control (SFC) ) (-) High cost of N/A
(+) Good dynamic system communication
responses under latency
Lin, et al True random number generator (+) High performance (—) High convergence time  Real environment
(TRNG)
(+) High throughput (-) No attention has been
. paid to latency
(+) Low power consumption
Qin, et al Latency sensitive computing service (+) Low total network cost (=) Low load balancing Simulation
tasks (L2SC)
(+) Low battery energy (=) Low availability N/A
Velasquez, et al Architecture for service placement (+) Reducing the latency (=) Some requirements do Real environment
)BT e not have an exact true or
false value
(-) Conflict analysis for the
workflow
Tian, et al Radio frequency fingerprint (RFF)  (+) Low signal noise ratio (—) Scalability is not Simulation
(4+) Low energy consumption considered N/A
(=) Need programming
ability to understand the
concept of a framework
Zhu, et al Constrained application protocol (4) Large scalability with (-) High cost Simulation
CoAP), and RPL than 500 nod: .
{eviaghe fmore than nodes (-) Does not pay attention to Matlab
energy consumption
Wang, et al Open platform communications (+) High scalability (=) Many important Real environment
(OPC) gateways and . parameters are ignored
. . . (+) Low complexity
time-sensitive software-defined . . .
. (=) Neither implementation
networking (TSSDN) ..
nor evaluation is presented
Kurma et al Downlink transmission occurring  (+) Low energy consumption (—) High complexity Simulation
based on the control node (CN)
(+) Low cost (=) Not tested in real MATLAB
environment
Karem, et al Non-orthogonal multiple access (+) Low energy consumption (—) High complexity Simulation
(NOMA) with a UAV system
(+) Low cost (=) Not tested in real MATLAB

environment
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FIGURE 16 Allred devices send crucial signals, some blue devices transmit periodic messages, and learning sequences propagate
across devices within the communication range in the investigated issue setting diagram.

to the structure of the genetic algorithm, they are suitable for a small area network, but they prove non-counter limitations
when the network size or the number of users increases.

On the other hand, URLLC is an Np-hard problem; so many metaheuristic algorithms can effectively solve the latency
issue. Furthermore, over 36% of channel state information techniques attempted to enhance scalability. Finally, 33.3%
of structure-based methods tried to increase scalability and affordability. Therefore, it is critical to determine the most
significant and influential QoS factors. The number of events in which a specific parameter I occur (occur_noli]) has
been recorded individually and divided into all the number of appearances of all parameters to determine the importance
percentage (Imp_percentageli]), as given in (10).

occur_no(i)
param_no
j=1

imp_percentage(i) = * 100% (10)

occur_no(j)

To answer question RQ3, we discovered that new and recent metaheuristic algorithms have yet to be widely deployed
for IoT to solve QoS issues in URLLC. More technology is also needed to enable QoS in the IoT. Section 7 delves into these
topics in depth.

7 | FUTURE RESEARCH OVERVIEW & CONCLUSION

The purpose of this section is to examine and analyze the proposed methods. Figure 17 shows the percentage of URLLC
metrics in each category. For example, nearly 40% of the studied papers are concerned with energy consumption and
availability, while only 10% cover complexity, costs, and scalability. Also, only 10% of the papers presented results obtained
after implementation in a real test bed environment; the rest are based on simulation results. Figure 17 shows the average
QoS in using the URLLC techniques, while Figure 18 shows the percentage of the methods that attempted to improve a
specific parameter concerning URLLC.

7.1 | TURLLC in other areas & resource allocation issues

URLLC is a new feature of 5G and 6G networks that may become critical for some scenarios, especially for various applica-
tions. However, most research papers and industries ignore this issue. Reliability is the capacity to send a certain quantity
ofdatain a predefined time with a high likelihood of success. Furthermore, reliability is the probability that a system or ser-
vice will remain operational for a specific period. Availability refers to the probability that a system or service will operate
when required. Both concepts are necessary to ensure the network’s resilience. Resource allocation offers an acceptable
level of service even when facing routine operations. Consequently, URLLC networks provide the required services in all
situations and overcome obstacles such as network connection failure, user collisions caused by channel access coordina-
tion, virtual network function failure, and an overloaded edge cloud. The authors categorize various resource allocation
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algorithms into categories depending on their goals. These models include several game models, such as (i) economic;
(ii) predictive; and (iii) robust/failure and recovery. As previously stated, most of the studied approaches fall into the
first two types; thus, URLLC slices need more backup resources in the event of failure. However, most consumers do not
want or cannot afford the costs of a premium subscription for increased availability. Therefore, future URLLC techniques
will be used for various situations, including social networks, SDN, V2V, mobile cloud computing, WSN, VANET, and
peer-to-peer networks. Other upcoming research topics include assessing possible energy efficiency benefits in various
application areas such as innovative governance, e-commerce, and disaster recovery scenarios, as well as examining the
potential advantages of experimental optimization strategies for URLLC.

7.2 | RISK-sensitive approach in URLLC

The LTE-Advanced extensions eMBB, mMTC, and URLLC are designed to enhance peak data rates. mMTC is intended
to work with many IoT devices that only send modest amounts of data during their active periods. According to 3GPP,
the primary aim of URLLC is to reduce latency to 1 ms while ensuring packet error rates of less than 10. These charac-
teristics are essential for applications such as IIoT, self-driving automobiles, and virtual reality. However, due to strict
latency constraints, URLLC traffic has to be transferred promptly and could interfere with previously scheduled eMBB
transfers. Therefore, the URLLC technique has recently received significant attention from academia and industry. For
eMBB networks, different models such as linear, convex, and threshold, have been explored. Additionally, these authors
offer a scheduling strategy for low-latency traffic transmitted using several multiplexing schemes over a combined chan-
nel with eMBB transmission. The Conditional Value at Risk (CVaR) is a risk measure defined as a risk-sensitive approach
in URLLC. The RBs are distributed across the eMBB network using techniques that ensure proportional fairness. Since
the problem is non-convex, researchers have divided it into user scheduling and URLLC device placement. The eMBB
user scheduling is solved using integer programming.

7.3 | Competition efficiency

Implementing URLLC faces the challenging task of improving computational efficiency and can progressively achieve
encouraging results in IoT. Due to the increased computing complexity in IoT, heuristic techniques can achieve precise
identification and explicit inductive inference models. Therefore, heuristic algorithms are critical in increasing efficiency
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by analyzing acquired data and assessing transmission connections with IoT device makers. In 5G IoT, the channel state
information technique achieves the best computation efficiency. Furthermore, high-performance computing tools can
provide excellent computational efficiency for designing better research methodologies using the structure-based tech-
nique. On the other hand, the diversity technique may create challenging distribution based on offloading systems to
network structures. Therefore, the future trend for improving competition efficiency in IoT-based URLLC in 5G networks
is expected to focus on developing advanced technologies and techniques. One of the critical areas of focus will be using
ML algorithms to enable proactive resource allocation and improve network performance. For example, Al and ML algo-
rithms can enable predictive maintenance, traffic prediction, and anomaly detection to optimize resource allocation and
improve overall network efficiency. Another area of focus will be the development of advanced radio resource manage-
ment techniques, such as beamforming, interference management, and dynamic time slot allocation. These techniques
can help to manage the limited radio resources effectively and ensure reliable communication among IoT devices. Addi-
tionally, integrating edge computing and cloud computing technologies with 5G networks will enable processing and
storing massive amounts of data closer to the edge, reducing latency and improving overall network efficiency. This will
enable the developing of more sophisticated IoT applications, such as autonomous vehicles and smart factories.

7.4 | Hardware technology with low cost in URLLC

Low-cost hardware technology is crucial in implementing URLLC based on IoT, as it can facilitate the deployment of IoT
devices on a large scale. One such technology is microcontrollers, which offer a low-cost and low-power solution for IoT
devices. Microcontrollers are small, integrated circuits that combine a processor, memory, and input/output peripherals
in a single chip, making them ideal for implementing IoT devices that require low-cost, low-power, and real-time pro-
cessing capabilities. In addition, the use of System-on-Chip (SoC) technology can also contribute to the development of
low-cost URLLC solutions in IoT. SoC integrates all the components required for a complete system onto a single chip,
including processors, memory, storage, and communication interfaces, which can result in significant cost savings. SoC
technology can also enable the development of compact and power efficient IoT devices with real-time processing capa-
bilities. Another approach to achieving low-cost URLLC solutions in IoT is using software-defined radios (SDRs). SDRs
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are programmable radios that can be reconfigured using software, enabling them to adapt to different wireless standards
and communication protocols. As a result, SDRs can provide a low-cost solution for implementing URLLC in IoT by
enabling off-the-shelf hardware and reducing the need for specialized hardware components. As radio-frequency access
devices and IoT become more critical in meeting future connectivity demands, one of the main challenges is hardware
development in the 5G network. This includes the need for additional hardware and developing new software algorithms
for non-line-of-sight communications that can function in the Terahertz (THz) range. Low-cost components are essen-
tial for hardware development. Furthermore, massive MIMO technologies will expand from 5G to 6G, requiring a new
sophisticated architecture, including communication protocols and algorithm design. The progression of radio access
towards THz bandwidths, through decreasing hardware costs and lowering interference, will significantly impact the
transceiver. The growth in the price of IoT devices is caused by the increased storage capabilities of IoT devices through
precise sensing.

7.5 | Scalability and availability

URLLC approaches can provide sufficient capacity to transfer massive data by boosting the efficiency of the infrastructure.
Additionally, massive MIMO antennas in 10T can expand the scalability of IoT networks. ML can be used for enormous
data sets, and those acquired can extend the availability and scalability of IoT networks. Furthermore, big data adminis-
tration requires increased capacity for regulated and uncontrolled data at a large scale. Learning architectures must be
developed to accommodate many interacting entities while maintaining a high quality of service to address these limita-
tions. A viable design for a real-world implementation is necessary to enable a scalable epistemic uncertainty to estimate
in deep learning. However, to build a robust variable for a ML technique, it is necessary to use accurate forecasts for
extensive data sets in 5G. The existing trained models can be used to estimate the required scalability, improving over-
all communication efficiency and reducing processing latency. Nonetheless, the compensated learning phases suggested
in the literature offer an accurate ML estimator that can assess availability without expensive testing and provide reli-
able networks. The future trend for scalability and availability in URLLC based on 10T is expected to focus on developing
advanced technologies and techniques to handle the growing demands of IoT applications. One critical focus area will
be developing distributed computing architectures that can scale horizontally by adding more nodes to the network. This
will enable the system to handle many devices and users without significant degradation in performance. Another focus
area will be developing more efficient and reliable communication protocols that can handle the increased data traffic in
IoT networks. For example, using edge computing and fog computing can help reduce latency and improve overall system
performance. Finally, regarding availability, the focus will be on developing redundancy and fault-tolerant mechanisms
to ensure that the system is always available, even during failures or network outages. This can be achieved through the
use of redundant hardware, backup power supplies, and distributed data storage.

7.6 | Energy consumption and management

Energy management for 5G networks will be one of the most challenging tasks in the future. Energy efficiency will become
even more crucial when lowering the energy consumption per bit (J/bit) as more power is used due to intelligent con-
nections for massive data processing and ultra-large antenna handling. Furthermore, energy management ensures that
the received energy is used efficiently. Energy harvesting circuit development for 5G/6G networks is possible due to the
improved circuit power consumption and transmission stacks based on design energy awareness. This allows different
devices to be self-powered with high efficacy and reduced energy use. 5G/6G networks employ innovative energy manage-
ment techniques that are vital. Moreover, diversity methodologies can assist these infrastructures and devices implement
intelligent energy consumption control strategies. Diversity approaches are also used to enhance energy management.
In THz communications systems, finding the optimal power in a vast antenna system is crucial for achieving the perfor-
mance tradeoff between energy efficiency and overall system reliability. The use of energy harvesting has demonstrated
that it could provide the most significant level of energy management reliability. To achieve high throughput using the
least energy, efficient energy prediction systems must be used. Additionally, expanded Kalman Filtering methods use
an energy control strategy to regulate and reduce energy consumption in IoT and 5G networks. This is accomplished
by anticipating the harvesting power for model technology using adaptive security specifications. Energy consumption
and management are critical considerations in URLLC-based IoT systems. Due to the limited battery life of IoT devices,
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energy-efficient communication protocols, and strategies must be implemented to ensure reliable and sustainable oper-
ation. One approach to minimizing energy consumption is to optimize the transmission power and modulation scheme
based on the channel conditions and signal-to-noise ratio (SNR). Another technique is to utilize sleep modes and wake-up
mechanisms to reduce energy consumption during inactivity. In addition, using renewable energy sources, such as solar
or kinetic energy harvesting, can help extend the battery life of IoT devices.

7.7 | Conclusion

URLLC is one of the most critical issues in IoT based on available reasons and debates. According to our literature review,
the event-driven nature of IoT and inherent constraints are the primary sources of unexpected network demand. Addi-
tionally, any growth in the number of IoT devices may result in increased energy consumption, decreased throughput,
and packet loss. Therefore, this paper covers the structure, diversity, heuristic, and channel estimation information tech-
niques. This study provides a comprehensive overview and analysis of prominent URLLC approaches in IoT. The review
addresses current concerns and research priorities in URLLC. The benefits and drawbacks of various tactics and pro-
cedures are emphasized and briefly reviewed. Most research in this sector aims to improve IoT reliability and decrease
average end-to-end delays. However, numerous factors are involved in the IoT network, so investigating other QoS factors
when URLLC is applied is essential. As a result, employing URLLC may be beneficial for the network’s applications.
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