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Abstract
The introduction of cloud computing has brought about significant developments in 
information technology. Users can benefit from the multitude of cloud technology 
services only by connecting to the internet. In cloud computing, load balancing is 
the fundamental issue that has challenged experts in this research area. Load bal-
ancing helps increase user satisfaction and enhance systems’ productivity through 
efficient and fair work assignments between computing resources. Besides, main-
taining a load balancing among resources would be difficult because the resources 
are usually distributed in a heterogeneous way.  Many load-balancing methods try to 
solve this problem by the metaheuristics algorithm, and each of them attempted to 
enhance the operation and efficiency of systems. In this paper, Grey wolf optimiza-
tion (GWO) algorithm has been used based on the resource reliability capability to 
maintain proper load balancing. In this method, first, the GWO algorithm tries to 
find the unemployed or busy nodes and, after discovering this node, try to calculate 
each node’s threshold and fitness function. The results of simulation in CloudSim 
showed that the costs and response time in the proposed method are less than the 
other methods, and the obtained solutions are ideal.

Keywords  Cloud computing · Load balancing · Grey wolf optimization algorithm · 
Reliability

1  Introduction

Cloud computing is a model based on giant computer networks such as the internet, 
which provides a new model to present, consume, and deliver information technol-
ogy (IT) services and other shared resources using the network [1]. With the aid 
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of cloud computing and services, users can have access to applications from all 
over the world [2]. In such a method, users access the service based on their needs, 
regardless of the cloud’s and the user’s location. The cloud model is commercially 
supported by major companies such as Google, Amazon, and Microsoft. This sup-
port is in the form of using computer resources consisting of hardware and software 
that are offered as a service on the network [3]. Current cloud computing systems 
offer a wide range of virtual services on demand [4]. Cloud computing is meant by 
the internet-based provision of hardware and software services, and users pay for 
their usage [5]. In fact, instead of installing their applications on their PCs, users can 
receive them from the internet in the form of applications and installed on a set of 
network servers. In other words, only by access to a mobile device, computer, etc., 
they can be connected quickly and get access to the cloud services [6].

Load balancing is the efficient and fair assignment of work to computing 
resources to maintain the load satisfaction (i.e., processor load, the used memory, 
delays, or the network load) of users and increase the rate of resource productivity 
[7]. When some virtual machines (VMs) have higher load volumes than others, the 
system’s efficiency is reduced [8]. Thus, the cloud would be restricted, and the time 
of completing different tasks would be affected. In addition, when the cloud system 
is faced with a more significant number of demands, the system has to distribute 
them among its resources. If the cloud system can provide users with efficient and 
accessible resources to complete such tasks, the system performance will enhance 
[9]. In a cloud system, various computing resources exist to facilitate responding 
to users’ demands. Thus, the proper selection of resources by considering the char-
acteristics of tasks will enhance a system’s efficiency; therefore, a mechanism is 
required to select appropriate resources in responding to users’ demands [10].

In the current study, a method of selecting the best services has been proposed to 
obtain optimal quality of service (QoS), overcoming limitations of connection and 
setting the QoS criteria [11]. QoS is among the most important topics in cloud com-
puting problems. The proposed method has used the hybrid form of the Grey wolf 
optimization (GWO) algorithm and QoS. GWO algorithm has been inspired by the 
behavior of grey wolves in nature [12] where they start to search for prey in their 
environment, and load balancing has used this concept. In the current study, first, the 
nodes should select the cluster head (CH). For this purpose, the node with the high-
est number of neighboring is chosen as the CH node. Then, the threshold of nodes 
is calculated to check the virtual machine’s load; if the load of the virtual machine 
is more than the threshold, the virtual machine has an overload, but if the amount 
of load is less than the threshold, the virtual machine is low load. After finding the 
suitable node and evaluating the node, the alpha and beta wolves attack the prey and 
select it as the appropriate node. Using this method brought about more favorable 
results compared to other methods, the results have been summarized below:

•	 Better hybridization of QoS to respond to users’ needs.
•	 Reducing response time and the costs of selecting VMs and consequently 

enhancing load balancing.
•	 Conducting a series of investigations to evaluate the performance of the method 

through various ways of maintaining load balancing.
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The rest of this article has been organized in the following manner: Section  2 
deals with the related literature, while the proposed algorithm has been presented 
in Sect. 3. The set of experimental data has been shown in Sect. 4, and Sect. 5 has 
given the results of the analyses. Finally, Sect. 6 has been devoted to discussion and 
future works.

2 � Related work

Kruekaew and Kimpan [13] proposed the non-concentrated artificial bee colony 
(ABC) algorithm load-balancing technique. It was inspired by nature and stated 
that maintaining load balancing in cloud is increasing or decreasing demand. The 
assigned servers dynamically regulate users’ demands. These servers have been 
classified as virtual servers, and each virtual server has its virtual service queues. 
Like the movements that honeybees show in their dances, each server calculates the 
required benefits by processing a request and demand from the queue. A measure of 
such benefits is the time spent by the processor to process a request. Here, the dance 
part of honeybees is similar to the advertisement board. After processing a request, 
the server can select benefits for the plausible advertisement boards. In addition, it 
can investigate the advertisements (watching the dance) and provide services (hence, 
the scout behavior). If such benefits are calculated and high compared to the overall 
benefits of a colony, the server remains in the same virtual server and becomes a 
plausible advertisement. Otherwise, the servers take the scout or explorer roles. The 
assessment outcomes indicated that the mentioned method decreases makespan and 
response time. Nevertheless, the mentioned technique has low reliability and high 
cost.

Devaraj et al. [14] proposed the improved particle swarm optimization algorithm 
(PSO). In this algorithm, it could provide resources appropriate to users’ tasks in an 
efficient manner. To assist the PSO algorithm, a simulation algorithm was imple-
mented, as well. Using the latter algorithm, it was not only helpful in preventing the 
algorithm from being trapped in local optima, but it also increased the convergence 
rate of PSO. The PSO algorithm works by selecting the global best (gbest) particle 
with a small distance of point to a line. With the application of minimum distance 
from a point to a line, the best particle candidates could be selected. This method 
has a good performance in throughput and reliability and running time. However, it 
has limited functionality in energy consumption and service monitoring.

Lilhore et  al. [15] proposed an exploratory scheduling method based on the 
hybrid particle swarm optimization (HPSO) algorithm to balance the load within 
a system. This method attempted not only to maintain load balancing, but also to 
reduce the longest time of task completion among all processors within the cloud. 
There, it was assumed that independent tasks and the cloud environment have het-
erogeneous resources with different processing capabilities. Thus, the time taken 
to process tasks may be changed according to the scheduling of tasks on different 
resources. The results showed that this method was able to reduce running time and 
increase the rate of exploiting resources. However, it has limited functionality in 
reliability and service monitoring.
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Kokilavani and Amalarethinam [16] proposed an algorithm that started with a set 
of unassigned tasks. First, the minimum finish time was found for each job. Then, the 
smallest one that was the shortest time among all tasks on each accessible resource 
was selected from among such minimum periods. Then, the task was scheduled on the 
related machine according to the minimum time. After that, the running time for all 
the other tasks of the machine was updated by adding the running time of the assigned 
task, and the assigned task was eliminated from the list of tasks assigned to the 
machine. This procedure was repeated until all the tasks were assigned to resources. 
In this paper, the authors found low energy consumption and overload. However, this 
algorithm does not pay attention to the reliability and response time.

Goyal and Singh [17] proposed a load-balancing mechanism based on the the-
ory of complex networks and the ant colony optimization (ACO) algorithm in 
cloud computing. The method was aimed at overcoming the complexity and issues 
of dynamic load balancing and used the open scale and small world features of 
complex networks to maintain better load balancing. This method improved many 
dimensions of the related ACO algorithms and has been proposed to maintain load 
balancing in distributed systems; in addition, the method is able to overcome het-
erogeneity. This mechanism is tuned to dynamic environments, performs greatly in 
error tolerance, and has acceptable scalability since it assists system efficiency. Nev-
ertheless, it has a high response time and cost.

Makasarwala and Hazari [18] give a genetic algorithm (GA)-based approach for 
load balancing in the cloud. For population initialization, priority of a request is con-
sidered based on their time. Population initialization is done based on priority. The 
priority of a request is being calculated based on the time, and it is calculated from 
the length of the job. In this paper, permutation encoding is used as chromosome 
representation. That is decimal numbers are used for gene representation. Fitness 
function is the base part for the evolution of algorithm. This function is decision 
making in the algorithm for selecting the algorithm. The chromosomes having good 
fitness are selected for generating child. This method has high efficiency in response 
time but does not have good performance in reliability and availability.

3 � The proposed model

In the environment of cloud computing, a large scale of data centers and users has 
been distributed all over the world [19]. When a large number of user requests 
simultaneously reach the cloud, the cloud has to organize them efficiently and 
provide them with proper services [20]. In fact, the cloud must distribute the load 
among resources fairly. Load balancing is a major challenge in cloud computing and 
requires the working load to be distributed equally across all nodes to maintain user 
satisfaction [21]. Numerous load-balancing algorithms have been proposed for dis-
tributed, grid, and cloud environments. The current study is aimed at maintaining 
load balancing based on QoS. Here, a new method has been proposed for load bal-
ancing based on QoS to decrease the response time and cost spent finding proper 
resources. The proposed method is capable of maintaining load balancing based on 
QoS in a cloud-computing environment through using the GWO algorithm.
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3.1 � Statement of the problem

Consider cloud c, which includes n physical machines or any physical machine com-
prised of M VMs:

In addition, any physical machine is comprised of several VMs in the following 
manner:

In the first, VM1 indicates the first virtual machine, while VMm is the last (VM). 
Similarly, if users comprise the cloud and the user function can be indicated in the 
following manner:

The main goal of this procedure is to minimize the costs and energy and maxi-
mize the exploitation of resources and QoS, as well as to maintain a balanced load 
across all VMs within a cloud environment. To attain a proper planning procedure, 
loads should be balanced. Without it, the system will spend the maximum time and 
energy on executing its functions. To overcome this problem, an efficient and bal-
ancing multi-purpose procedure has been proposed in this study based on the GWO 
algorithm. Figure 1 illustrates the proposed load-balancing system.

3.2 � Virtualization in the cloud

The most secure way to combine service providers is using virtualization technol-
ogy. Virtualization makes it possible to operate several VMs on any physical hard-
ware. Each one of those VMs can have their own operating system and execution 

(1)C = {PM1, PM2, PMn}

(2)PMn =
{
VM1, VM2,… , VMm

}

(3)Ui =
{
T1, T2 …Tj

}

Fig. 1   The proposed load-balancing system
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[22]. In this manner, using virtualization makes it possible to apply several incon-
gruous operating systems to execute one application simultaneously. Virtualization 
is creating a virtual copy of anything like an operating system, calculating server 
device, storage devices, or network devices [23]. Many people equate virtualization 
with cloud computing, though it is completely wrong. Virtualization is usually con-
sidered as one of the basic technologies in cloud computing. The significant differ-
ence between the cloud and virtualization is that the cloud aims to gain control of 
resources [24]. This depends on the type of infrastructure, the context, and software 
as a service. On the other hand, virtualization aims to optimize the use of resources 
and can have numerous meanings for different people according to its type of usage. 
Such uses can include the following items:

•	 Server virtualization.
•	 Storage virtualization.
•	 Network virtualization.
•	 Service virtualization.

Figure 2 shows that server, network, storage, and service forms of virtualization 
can simultaneously be present in a data center, and this is possible through applying 
virtualization management. Other types of virtualization are possible, but the use of 
virtualization technology in data centers is still in its infancy.

Fig. 2   Types of virtualization
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3.3 � The immigration of virtualization machines

A technique used to optimize the management of resources in cloud data centers is 
the immigration of VMs [25]. Such immigration increases the flexibility and scala-
bility of cloud data centers. Immigration in this sense means transferring the state of 
memory discs and processors from a physical machine to another one. This is per-
formed with different goals such as managing energy consumption, load balancing 
and distribution, durability against failure, reducing response time, increasing ser-
vice quality, and repairing and maintaining servers. In resource management, immi-
gration is conducted with two major goals of load balancing and server combination.

Load balancing The goal is to distribute processing load equally across the physi-
cal servers of a data center and prevent high levels of difference in using resources 
in physical servers.

Server combination In the process of establishing VMs, optimization algo-
rithms are usually applied to decide whether a VM should be used on a particular 
physical host or not. There, the goal is to minimize the overall number of physi-
cal hosts and consequently reduce energy consumption. In dynamic methods of 
resource allocation, decisions regarding load balancing or combining service pro-
viders are conducted through monitoring the performance of VM and the level of 
using resources (Fig. 3).

3.4 � The parameters of service quality

Makespan and resource utilization This is the comparison between the average 
time taken to complete the processing and the time taken to complete tasks. The 
parameter attempts to minimize service quality in cloud computing and is the 
opposite of utilization that seeks to maximize service quality [26]. According 
to Eq. 4, the utilization of a VM is defined as a part of the time taken to com-
plete tasks (i.e., makespan) where the VM is busy. To formulate the problem, 
the tasks were determined as follows: {T1, T2, T3, …, Tn} set where members are 

Fig. 3   Migration with the aim of load balancing and combining servers
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not independent, and the VMs in the form of the {VM1, VM2, VM3, …, VMm} 
set that is independent. If the time taken to process task Ti in VMj is considered 
as PTij and the finishing time VMj is shown as CTj, the following 5 equations 
can be used to define the overall utilization rate, where M indicates the number 
of VMs. The goal is to maximize the time span for utilizing resources.

Costs It refers to the money that a user pays per request to a VM and is cal-
culated according to the memory, processes, VM, and bandwidth that have been 
used. This rate can be obtained using Eq. 7 [27]:

where K is the number of VMs assigned to the user requests, Ci is the costs of a VM, 
and Ti is the time when a user can make use of a VM.

Response time It refers to the capacity of a service to provide the required ser-
vice under any circumstances for the specified period and is evaluated using the 
following equation [10]:

RESk shows the work sent to Rk that is redistributed in a specific time and is cal-
culated in terms of milliseconds. In addition, RECk shows the number of collected 
requests.

3.5 � Standardizing the values of QoS parameters

Different parameters of QoS in any particular service are measured using differ-
ent units. On the other hand, all parameters have to be measured using a single 
scale to measure the objective function. Thus, the values of all parameters related 
to the QoS have to be normalized on a single scale. In fact, normalizing the QoS 
parameters makes it possible to obtain homogeneous measures of them. The gen-
eral approach for this purpose is normalizing all the values of all parameters in 
the range of 0–1. The mentioned parameters can be classified into two groups: 
maximization and minimization. Equations  9 and 10 indicate the normalization 

(4)Makespan = max{CTj|J = 1, 2,… , M}

(5)Utilization VMi =

∑n

(i=1)
PTij

makespan

(6)Resourceutilization =

∑n

i=1
UtilizationVMj

m

(7)Cost =

K∑

i=1

Ci ∗ Ti

(8)RARK =
RESK

RECK
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relationships for the maximization and minimization parameters, respectively 
[10].

In the above equations, CS.Qi shows the value of the ith parameter in the can-
didate service CS, and Ncs.Qi is its normalized value. In addition, Qi

max and Qi
min 

are the maximum and minimum values of the ith parameter among all services.

3.6 � Fitness function

The important goals involved in the problem of load balancing based on the QoS 
are dealing with the limitations set by users, finding free nodes and assigning 
tasks to them, and optimizing a fitness function. The fitness function has to opti-
mize the values of the QoS parameters for the created combined services. The 
positive and negative parameters’ inclinations and their impact on the evaluation 
function are opposite. To overcome this problem, all parameters of the QoS have 
to be normalized in a proper mode (using the function of the previous section) so 
that their positive and negative impacts can be converged in one direction. The 
fitness function for a solution can be defined using Eq. 11.

where W is positive with that indicates the importance of each parameter involved in 
the QoS and is determined by users.

3.7 � The Grey wolf optimization algorithm

The purpose of this article is to present a new version of the Grey wolf meta-heu-
ristic algorithm to optimize the search capability of wolf hunting [28]. This algo-
rithm has been inspired by the social behavior of grey wolves, which are members 
of the coyote family and live in groups of 5–12 [29]. Each grey wolf starts from 
the alpha (α), which can be either male or female. The alpha wolf that is known 
as the leader of the pack orders other wolves and takes the major decisions of the 
pack, such as sleeping and waking up. The alpha wolves obtain natural skills to 
organize their pack and monitor their pack in a proper manner (Table 1).

After the alpha wolf, there is the beta (β) grey wolf. The beta wolves are either male 
or female and are ranked second in the hierarchy of Grey wolves. The alpha wolves 

(9)NCS.Qi =

{
Qi

max
−CS.Qi

Qi
max

−Qi
min

1
Qi

max
≠ Qi

min

(10)NCS.Qi =

{
CS.Qi−Qi

min

Qi
max

−Qi
min

1
Qi

max
≠ Qi

min

(11)Fitness =

4∑

i=1

Wi ∗ Qi
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make decisions, while the beta wolves help them to transfer the instructions to the lower 
levels of the wolves. In addition, the alpha ones to get feedback use the beta wolves. If 
any alpha wolf dies, one of the beta ones replaces it. The third rank is occupied by 
the delta (δ) wolves, which are classified as spies, guards, hunters, and supporters. The 
delta wolves help to protect the whole pack and keep on the boundaries to make suit-
able reactions when the pack is faced with dangerous situations. The delta hunters pro-
vide others with food, while the delta guards look after the old, weak, or sick wolves in 
the pack. In cases of the death of beta wolves, the senior delta wolf gets promoted to its 
status. Alphas are considered the best solution in GWO. Beta is considered the second, 
while the delta and omega rank next. α, β, and δ are used as guides for the target.

During the hunting process, grey wolves circle around their game and surround it. 
The mathematical model of this behavior has been presented below.

where T indicates the current iteration, A and D are coefficient vectors, Xp is the 
location of the hunt, and X is the vector for the location of the grey wolf.

The alpha is the most senior or strongest wolf among the packs intended for 
hunting. Sometimes, such a hunt is conducted by betas and deltas. In mathemat-
ics, the best three solutions are saved, and they are transferred to update locations 
based on the remaining omega wolves. Such tasks are conducted according to the 
following equations:

(12)D = ||C.XP(t)−X (t)||

(13)X (t + 1) = XP(t) − A.D

(14)A = 2a. r1 − a

(15)C = 2. r2

(16)Da =
||C1 ∗ Xa−X

||D≎ = ||C2 ∗ X≎−X
||

(17)D� =
||C3 ∗ X�−X||

(18)X1 = Xa−A1 ∗
(
Da

)
∗ X2 = X≎−A2 ∗

(
D≎

)

(19)X3 = X�−A3 ∗
(
D�

)

Table 1   Stages from discovering until exploiting the game

First stage Detecting, following, and approaching the game
Second stage Proceeding, surrounding, and harassing the game
Third stage Attacking the game
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A concept similar to the one illustrated in Fig.  4 can be extended to an 
N-dimensional search space where grey wolves move in cubes to obtain the best 
solution. The pseudo-code 1 shows the GWO algorithm.

The pseudo-code of the GWO algorithm 1

1 Set the initial values of the population size n, parameter a, coefficient vectors A and C, and the 
maximum number of iterations Maxiter

2 Set t = 0
3 for (i = 1: n) do
4 Generate an initial population Xi (t) randomly
5 Evaluate the fitness function of each search agent (solution) f (Xi)
6 End for
7 Assign the values of the first, second, and the third best solution Xα, Xβ, and Xδ, respectively
8 Repeat
9 for (i = 1: n) do
10 Update each search agent in the population as shown in Eq. (20)
11 Decrease the parameter a from 2 to 0
12 Update the coefficients A, C as shown in Eq. (14) and (15), respectively
13 Evaluate the fitness function of each search agent (vector) f(Xi)
14 End for
15 Update the vector Xa,Xb and Xδ
16 Set t = t + 1
17 Until (t ≥ Maxiter). {Termination criteria are satisfied}
18 Reduce the best solution Xα

(20)X(t + 1) =
X1+X2+X3

3

Fig. 4   The location and placement vector of D3 and D4
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3.8 � The proposed method

Obtaining the application In the proposed method, the goal is to get a real-time 
application. In such applications, the time for running tasks is essential for the user. 
The user sets a time limit for the task to be performed and desires that the task be 
completed within that period. Thus, the time limit is obtained as input from the user.

Selection of the CH First, one node has to be selected as the CH. For this pur-
pose, the nodes with the highest number of neighboring nodes are chosen as the CH. 
Wolves are originated from this virtual node machine and are randomly distributed 
in the neighboring VMs.

The start of the GWO GWO algorithm starts with the alpha wolves from the CH 
node. The wolves’ movement toward the hunt: First, the alpha wolves, which are the 
leader and dominate the pact, and the beta wolves that help in making decisions start 
to move around other nodes.

Finding nodes After finding several appropriate nodes based on the estimated 
loads, the nodes are recommended to the server and are saved as candidate nodes.

Calculating the threshold A threshold level has been defined to investigate the 
load of each VM. If the load is higher than the threshold, the VM has overload; on 
the other hand, if the load is below the threshold, VM is under load.

If (Lvm j ≤ Ψ)

(VM) is under loaded

Else if (Lvmj ≥ Ψ)

(VM) is over loaded

End

The load threshold of each VM can be calculated as follows:

where AL indicates the mean of VMs of a data center and σ indicates the standard 
deviation of the load mean of the VM in a data center; thus, if the load of each 
machine is higher than the threshold, that VM is among the nodes with overload 
machines, and no task is assigned to it. Otherwise, the machine is under load. Now, 
since the lowest loaded machine is selected from the underload VMs, a fitness factor 
of load balancing is calculated for each one of the underload VMs:

Thus, the higher the LB of a VM, the more will be the possibility of that 
machine to perform the particular application.

(21)� = AL + �

(22)LB = 1 − Lvmj
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Estimating the time for performing the tasks After the algorithm was applied 
together with the user’s time limit, the algorithm checks whether the time that 
will take the application to perform the task is within the user’s specified time or 
not. For this purpose, the time taken to run the applications must be estimated, 
and the time for running an application on a VM can be calculated as the weight 
(w) of the application (i) divided by the speed of the processor (j) working on the 
VM. The following equation is used to calculate the time taken for an application 
to work on a VM:

where Wi is the weight of the application and SPj is the speed of the processor.
Minrr < T < MinTT After the time for running the application by each VMs is esti-

mated, it has to be checked whether the resulting time is within the user’s time limit 
or not. In cases that the estimated time is within the set limit, the QoS of the applica-
tion is calculated for these resources; otherwise, the QoS is considered 0. In other 
words, no task is assigned to that VM.

If (Mintt ≤ T (I,j) ≤ Maxtt)

Reliability assessment

Else

Reliability = 0

End

The mechanism for evaluating the QoS The QoS of a system refers to the possibility 
of working properly and free of error for a specified time according to the predeter-
mined conditions. The QoS of a program can also be defined as the possibility of all 
resources remaining efficient until all the tasks assigned to them are completed. The 
QoS of any (VM) can be calculated using Eq. (24):

where ʎ is the number of failures in a specified time, Wi is the weight of the ith task, 
and Wvm is the weight of the current tasks in a VM.

Calculating the load of nodes.
The whole tasks assigned to a VM are called “Load,” and the load for each 

VM can be calculated using the following formula:

(23)T(I , j) =
wi

SPj

(24)R = e
−�

[
wi

wvm

]

(25)Lvmj =
numtask

rate − svnj
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where Lvmj is the load of the VM (j), Numtask is the number of tasks; Rate Svmj is 
the rate of service in the jth (VM). Now, it has to be determined whether this VM 
is among the overloaded or underloaded machines. If the former is the case, no task 
is assigned to the machine. In addition, the average load of VMs in a data center is 
calculated using the following formula:

M number of VMs.
Thus, the standard deviation of the load of VMs in a data center can be calcu-

lated as follows:

where σ is the standard deviation of the load in the VMs of a data center, L is the 
average load of the VMs in a data center, Lj is the load of the jth VM, and M is the 
number of VMs.

Surrounding by the wolves and evaluating the possibility of the selection of a 
node: In the proposed method, k Wolves select an under loaded VM with proper 
QoS for the purpose of assigning tasks to it using the following formula:

where XP (t) shows the values of the location vector for jth virtual at the moment T, 
RJ is the QoS for the jth VM, LBJ is the fitness factor of the load of the jth VM.

Selecting a suitable node and attacking the game: After evaluating and con-
firming a node, the alpha and beta wolves attack the game and select that as the 
suitable node. Figure 5 depicts the proposed method flowchart.

4 � The simulation environment

The CloudSim was applied to simulate and evaluate the proposed algorithm. It is 
an open-source and free toolkit to simulate cloud computing scenarios. It has been 
designed in the CLOUDS lab of the department of computer and software engi-
neering, the University of Melbourne [30]. The CloudSim toolkit provides major 
classes to define data centers, VMs, applications, users, calculation resources, and 
policies to manage various system sections (e.g., scheduling). Users can combine 
these components to evaluate new strategies in applying clouds. In addition, Cloud-
Sim can be used to evaluate the effectiveness of strategies from different points of 
view—from cost–benefit to accelerate the time taken to run the application [31]. 
There is no limitation in using CloudSim; classes can be expanded or replaced, and 

(26)AL =
1

m

m∑

i=1

Lvmj

(27)� =

√√√√ 1

m

m∑

i=1

(Lj − AL)2

(28)pk
t
(t) =

�
0

�
Xp(t)

���
Rj

���
LBj

��

∑�
Xp(t)

���
Rk

���
LBk

��
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Fig. 5   Flowchart of proposed 
method
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new policies can be added and written. CloudSim is like building blocks by the use 
of which you can make your simulation environment. Thus, Cloudsim is not a ready-
made solution, which you can set the parameters and then collect the results to use 
in your project. Figure 6 illustrates different layers of CloudSim. In the lowest layer, 
there are cloud resources such as hosts and data centers that are executed during the 
simulation period. Over that layer are the cloud services including the assignment of 
processors, memory, bandwidth, etc. The two upper layers include VM services and 
the user interface structures. To conduct all the experiments, a Lenovo PC with a 
4.2 GHz Core i7 CPU and 16 gigabytes of the main memory was used.

4.1 � Simulation data and parameters

For the purpose of the current study, CloudSim was applied for the SaaS-level simu-
lation of cloud computing. This simulator makes it possible to simulate a virtual 
environment and supports the provision of the required resources. As mentioned 
before, the proposed method is aimed at presenting an efficient GWO-based sched-
uling algorithm for cloud computing environment to reduce the makespan and 
QoS. Several experiments were conducted to analyze the proposed method, which 
has been described later in this section. In the first experiment, a cloud-based data 
center comprised of three hosts was defined. Each of these hosts was able to support 
virtualization and sharing their resources among several VMs. The software details 
of such hosts are presented in Table 2, and the simulation parameters of the GWO 
algorithms are presented in Table 3. Since the proposed GWO algorithm is based on 
metaheuristics algorithm, it was compared with the ABC [13], PSO [14], and GA 
[18].

Fig. 6   The architecture of CloudSim
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Table 2   The technical characteristics of the host

Host ID Processing 
cores

Processing speed, 
Mips

RAM,MB Hard, MB Bandwidth, Mbps

1 4 5000 204,800 1,048,576 102,400
2 2 2500 102,400 1,048,576 102,400
3 1 1000 51,200 1,048,576 102,400

Table 3   The parameters of the algorithm

Parameters Value

Population size (no. of solutions) 10
Maximum iterations 100
C1, C2 1.49445
R1, R2 Random numbers between 0 and 1

4.2 � The obtained results

The results of makespan indicated the significant efficiency of the proposed method 
in comparison with other methods. Since, in the GWO algorithm first, several 
wolves attempt to look for some suitable nodes for the purpose of load transmission, 
it takes less time to complete processing in comparison with other algorithms and 
is more acceptable. The proposed method has used the hybrid form of GWO algo-
rithm and QoS. GWO algorithm has been inspired by the behavior of Grey wolves in 
nature, where they start to search for prey in their environment, and load balancing 
has used this concept. In the current study, first, the alpha wolf searches the loads 
that are not involved in any task or service and then orders other wolves to attack 
them. In addition, the ABC algorithm showed better performance because it can 
find the most suitable loads in searching for loads. Because the honeybee-mating 
algorithm uses the round-robin (RR) scheduling in the initial stages, its performance 
depends on the initial decisions of the RR. As can be seen in the picture, the ABC 
balancing method is more efficient compared to the improved GA algorithm. That 
is because load balancing in the ABC method is able to detect the overloaded and 
underloaded VMs, while the GA algorithm is not equipped with such a feature. This 
has been illustrated more clearly in Fig. 7.

The below diagram has illustrated the response time in the three investigated 
algorithms. The number of tasks has been set at 20, 30, 40, 50, 60, 70, and 80. The 
response time is among the parameters that have to be minimized; for this purpose, 
to obtain the overall time taken to solve aggregate functions, each service’s response 
time is summed. The above diagram indicates the favorable performance of the pro-
posed algorithm with regard to the response time parameter. Since first the worker 
bee starts the search for nectar in the bee algorithm and informs the other bees of 
that location through performing a waggle dance, the diagram of response time in 
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Fig. 7   The comparison of makespan

the artificial bee algorithm is almost similar to that of the proposed method. This has 
been illustrated more clearly in Fig. 8.

It can be observed in the proposed method that using resources can bring about 
faster response time and more satisfaction for users. Besides, the method can lead to 
the equal distribution of workload among VM, which will increase the simultaneous 
use of resources and decrease the time. It can also be observed the GWO algorithm 
leads to better results compared to other algorithms and can access resources in a 
shorter time. The results of this method can clearly be observed in Fig. 9.

Figure  10 shows that though the simulation results of the GWO algorithm are 
almost the same as the results of the other three algorithms, it has performed opti-
mally concerning cost reduction and has been able to decrease costs to a more extent 
compared to the different algorithms. The cost evaluation index refers to the money 
that a user pays for each VM, and it is calculated according to the memory used, 
processes, VM, and the utilized bandwidth. Since the volume of work is almost the 
same for all algorithms, their conditions, number, and hardware features are similar, 
and the running time for all algorithms is the same in this scenario, the algorithm 
that uses VM to a lesser extent is considered a good one; that is because it can per-
form its tasks with the minimum of equipment.

The obtained results indicate that the proposed algorithm has less fitness in com-
parison with the GA, PSO, and ABC algorithms. To test the convergence of the pro-
posed algorithm, it was compared with the GA, PSO, and ABC algorithms with 100 
iterations. Figure 11 shows the convergence test for 80 tasks with 200 candidate ser-
vices for each task in 100 iterations.
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Fig. 8   The comparative diagram of response time

Fig. 9   The diagram of resource utilization
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Fig. 10   The average costs of running a VM according to the number of tasks

Fig. 11   The convergence diagram for 80 tasks in 100 iterations
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5 � Analysis of results

Many load-balancing algorithms for distributed, grid, and cloud environments 
have been proposed. However, each of them has particular advantages and dis-
advantages. In the current study, a method of load balancing uses the GWO algo-
rithm based on the QoS. The study’s goal was to distribute the load between the 
resources appropriately so that none of the resources remain overload or under-
load. For this purpose, the QoS and a load of each resource were calculated, 
and load balancing was maintained using the GWO algorithm. The application 
was handed over to a resource with high QoS and lower load compared to other 
resources. Based on the current study’s innovation concerning maintaining load 
balancing based on the QoS, the cloud system’s productivity and performance 
were enhanced. In addition, the simulation results indicated that in the proposed 
method, the time is taken to complete tasks and the degree of imbalance decreases 
compared to other algorithms, and the system is more stable. The proposed 
method was analyzed and compared with the previous methods, and the results 
showed it to be an ideal algorithm. By conducting a search and calculating each 
node’s weight, the GWO algorithm obtained better results compared to ABC, 
GA, and PSO algorithms in all parameters. However, the difference between the 
current study and the other works is selecting an underloaded VM, and a machine 
has the highest degree of compatibility with the users’ requests. Improving the 
load balancing algorithm in the proposed method led to the more proper distribu-
tion of workload in the VMs. Consequently, this resulted in the increased utiliza-
tion of resources. The heuristic algorithms’ proper use and the proposed method 
reduced the time and costs compared to similar methods, as shown in Fig. 12.

Makespan was another parameter that was investigated, and it was shown that 
the proposed method is significantly superior to other methods in that regard. 
In other words, first, the alpha wolves search the machines that have lower load 
compared to others. After a suitable destination was found, they order the CH to 
transmit the load. The average results are illustrated in Fig. 13.

One of the other parameters investigated was the response time, and it was 
shown that the algorithm could lead to more favorable results compared to other 
methods. Though the ABC algorithm resulted in an immediate and more com-
petitive solution relative to the one proposed in the current study, the results of 
the GWO algorithm in 80 tasks were better than the other methods. Figure  14 
illustrates the average results in this regard.
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Fig. 13   The average results of makespan in 80 tasks

Fig. 12   The average costs for different in 80 tasks
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6 � Conclusion and future work

Creativity and innovation mean the ability to produce diverse, new, and appropriate 
solutions to solve problems and issues. In this article, we have tried to find nodes that 
service values are less than the threshold, where they start to search for prey in their 
environment, and load balancing has used this concept. First, the alpha wolf explores 
the services that are not involved in any task or jobs and then order other wolves to 
attack them. Using this method brought about more favorable results compared to 
other methods. The proposed algorithm also improves the makespan utilization during 
load balancing and reduces the response time of the tasks effectively as compared to 
separated algorithms. In general, if researchers want to extend and improve the results 
obtained in the current study, they can take the following into consideration. There-
fore, presenting a metaheuristic based on machine learning and multi-criteria decision-
making (MCDM) method is a suitable direction for the upcoming studies. In addition, 
more data centers and VMs can be used to improve the proposed method. Furthermore, 
they can involve other factors such as accessibility, security, and scalability in addition 
to reliability. In the future, the load balancing will be carried out among the dependent 
tasks dynamically.
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